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Purpose, Overview and Applicability
1.1 [bookmark: _heading=h.1fob9te]The responsibility for information security on a day-to-day basis is every employee’s duty. In complying with the following policy, the company decreases the ever-growing threat to information systems. This policy does not conflict with any official duties of end users but protects them and assets from unauthorized and damaging use. The purpose of this policy is as follows:
1.1.1 [bookmark: _heading=h.3znysh7]Ensure that the company’s information resources are appropriately protected from destruction, alteration, or unauthorized access.
1.1.2 [bookmark: _heading=h.2et92p0]Ensure that this protection is accomplished in a manner consistent with the business and workflow requirements of the company.
1.1.3 [bookmark: _heading=h.tyjcwt]Ensure that the industry’s best security practices are implemented in order to reduce vulnerabilities, increase safety, and provide guidance to the company on the expected threats.
1.1.4 [bookmark: _heading=h.3dy6vkm]Provide a concise set of standards in order to attain consistency across the entire information infrastructure in regard to securing systems and networks.
1.1.5 Ensure the company maintains compliance with ISO 27001:2022 and SOC 2 (Security, Availability, and Processing Integrity) standards, as well as applicable Israeli commercial and cyber laws.
1.1.6 To provide a security code of conduct and compass to employees and managers alike.
1.2 [bookmark: _heading=h.1t3h5sf]Overview and applicability:
1.2.1 [bookmark: _heading=h.4d34og8]This policy covers the best security practices to protect all of the company’s information system resources and information.
1.2.2 [bookmark: _heading=h.17dp8vu]This policy applies to all company’s personnel including, but not limited to, employees, contractors, consultants, and temporary personnel.
1.2.3 All the company's personnel are expected to become familiar, and comply, with this policy. Personnel, who are not in compliance, are subject to disciplinary actions, including termination. 
1.2.4 [bookmark: _heading=h.3rdcrjn]This policy also applies to all outsourcing firms that perform services for the company. 

2 [bookmark: _Toc2][bookmark: _heading=h.26in1rg]Definitions
2.1 [bookmark: _heading=h.lnxbz9]Information Security – All technological and organizational means used to mitigate risk pertaining to the confidentiality, integrity, and availability of information stored in IT systems.
2.2 [bookmark: _heading=h.35nkun2]Information Security Manager – An employee of the information security appointee that acts as a professional guide for all aspects of information security (physical and logical)
2.3 [bookmark: _heading=h.1ksv4uv]Identification – Means to identify a person \ system while attempting access and authorizing processes in an IT system.
2.4 [bookmark: _heading=h.44sinio]Username – A unique identification string provided to each network \ system user in order to verify identity.
2.5 [bookmark: _heading=h.2jxsxqh]Information – Data stored in writing \ print \ magnetic device \ optical device or any other means.  
2.6 [bookmark: _heading=h.z337ya]Sensitive Information – Data defined as sensitive by the company’s management (Intellectual property, personal information as defined by GDPR and others, as set by the company management). 
2.7 [bookmark: _heading=h.3j2qqm3]Restricted information – Data defined by local information privacy legislation in each of the subsidiaries countries or as defined by company, in subordination to the Israeli Information Privacy act of 1981.
2.8 [bookmark: _heading=h.1y810tw]Storage Media – Media used for information storage. Computerized information stored on magnetic or optical media.
2.9 [bookmark: _heading=h.4i7ojhp]User – company or outsourcing employee that uses the company's information systems for his work. Each employee has a personal username.
2.10 [bookmark: _heading=h.2xcytpi]Information Asset – File or information system containing company information.
2.11 [bookmark: _heading=h.1ci93xb]Password – A string of characters known only to the user, used for identification confirmation of the user. Typed as part of the user identification process while logging on and compliant to the company password policy
2.12 [bookmark: _heading=h.3whwml4]ISO27001:2022 – A leading information security standard, detailing how an organization should manage its Information Security Management System (ISMS). 
2.13 [bookmark: _heading=h.2bn6wsx]Information Security Management System (ISMS) – A long term framework that aims to enhance information security throughout the organization (Part of ISO27001 framework)

Board and Management Commitment
2.14 [bookmark: _heading=h.3as4poj]Consistent with their responsibility for proper management of the company, the company’s management and board of directors are committed to maintaining a high level of information security.
2.15 [bookmark: _heading=h.415t9al]The company’s management is obliged to provide adequate resources to maintain an appropriate level of information security in the company and to budget for an annual work plan. 
2.16 [bookmark: _heading=h.2gb3jie]The company’s management has defined the ISMS as a cornerstone of its security and technological viewpoint. 

3 [bookmark: _Toc4][bookmark: _heading=h.49x2ik5]Information Security  Goals
3.1 [bookmark: _heading=h.2p2csry]Protect the company's employees, system users and customers' information from unauthorized and malicious activity by effectively and efficiently enforcing an information security policy.
3.2 [bookmark: _heading=h.147n2zr]Enable the business strategy through security guidance and risk management in the manner it is implemented and maintain services for the customers.
3.3 [bookmark: _heading=h.3o7alnk]Allow the company to maintain the confidentiality, integrity, and availability of information.
3.4 [bookmark: _heading=h.23ckvvd]Serve as the basis for information security policies and controls.
3.5 [bookmark: _heading=h.ihv636]Provide guidance on how to locate and manage risks and exposures of information stored in the system, including prints, scans, tapes, or other hardcopies.
3.6 [bookmark: _heading=h.32hioqz]Define tools required to actively enhance security awareness to the company management, employees, and suppliers. 
3.7 [bookmark: _heading=h.1hmsyys]Define the required stepping stones for an annual work plan that includes the following actions:
3.7.1 [bookmark: _heading=h.41mghml]Purchasing, installing, and integrating security products.
3.7.2 [bookmark: _heading=h.2grqrue]Maintaining information security products.
3.7.3 [bookmark: _heading=h.vx1227]Maintaining a risk assessment program. 
3.7.4 [bookmark: _heading=h.3fwokq0]Performing special projects.

4 [bookmark: _Toc5][bookmark: _heading=h.1v1yuxt]Information Security Business Principles
4.1 [bookmark: _heading=h.4f1mdlm]Create a security culture through information security governance.
4.2 [bookmark: _heading=h.2u6wntf]Assess risks through understanding, evaluating, and testing.
4.3 [bookmark: _heading=h.19c6y18]Ensure effective implementation of the critical information security basics by following policies, policies, and guidelines.
4.4 [bookmark: _heading=h.3tbugp1]Enforce the information security policy through technological processes (where applicable), education, monitoring, and metrics.
4.5 [bookmark: _heading=h.28h4qwu]Adhere to applicable regulatory requirements that include international, and State laws and regulations.

5 [bookmark: _Toc6][bookmark: _heading=h.nmf14n]Major Risks
5.1 [bookmark: _heading=h.37m2jsg]The company has information on business, financial, and personal aspects. Unauthorized access or a security breach may affect the confidentiality, integrity, and availability of that information. Here are the main information security risks that exist in the company.
5.2 [bookmark: _heading=h.1mrcu09]Technological risks:
5.2.1 [bookmark: _heading=h.46r0co2]Decrease in availability and credibility of the systems as a result of full or partial damage.
5.2.2 [bookmark: _heading=h.2lwamvv]Low performance of computers either from internal or external security breaches.
5.2.3 [bookmark: _heading=h.111kx3o]Harming the privacy of company’s employees, customers, users or other relevant parties, whose details are stored in company’ systems, as a result of information disclosed to unauthorized individuals. 
5.2.4 [bookmark: _heading=h.3l18frh]Data corruption in production environment information systems, which could lead to invalid actions or faulty decision taking.
5.2.5 [bookmark: _heading=h.206ipza]Harming the survivability of the company’s systems due to technical failure or damage.
5.3 [bookmark: _heading=h.4k668n3]Human and organizational risks:
5.3.1 [bookmark: _heading=h.2zbgiuw]A security breach pertaining to the following: Employees, customers, internal R&D documentation and specifications, financial data, intellectual property, privacy data etc.
5.3.2 [bookmark: _heading=h.1egqt2p]Unauthorized access to company’s sites and secure\restricted areas.
5.3.3 [bookmark: _heading=h.3ygebqi]User error leading to information security breach.
5.3.4 Malicious behavior by authorized personnel or third parties.
5.3.5 [bookmark: _heading=h.sqyw64]Transferring certain types of Information in an insecure manner and\or to unauthorized factors.
5.3.6 Loss or theft of stationary or portable IT equipment and sensitive Information.
5.3.7 [bookmark: _heading=h.3cqmetx]Failing to comply with applicable legal or regulatory requirements.

6 [bookmark: _Toc7][bookmark: _heading=h.1rvwp1q]Key elements in establishing an ISMS
6.1 [bookmark: _heading=h.4bvk7pj]In general, information security measures and methods are implemented to minimize risks and shall be adapted based on the risk and sensitivity level over time.
6.2 [bookmark: _heading=h.2r0uhxc]The four key elements implemented to achieve effective information security protection are:
6.2.1 [bookmark: _heading=h.1664s55]Prevention – information security components are designed to prevent malicious or accidental damage to company’s information by employees or outsourcers, such as access control systems, authorization systems, and anti-virus software.
6.2.2 [bookmark: _heading=h.3q5sasy]Detection – detecting breaches that were not identified by the prevention layer.
6.2.3 [bookmark: _heading=h.25b2l0r]Reaction – a reaction (or correction) layer that may be independent or as part of the detection layer. Allows response to the breach as a function of the event:
● Real time reaction – by changing the prevention capabilities of the system.
● Post event reaction – shall be based on information logged during the event, analyzing it, and drawing conclusions.
6.2.4 [bookmark: _heading=h.kgcv8k]Documentation – the documentation layer shall allow analyzing the events (prevention, detection, or reaction events) to allow a broad perspective of the event.






7 [bookmark: _Toc8][bookmark: _heading=h.34g0dwd]Organizing Information Security
[bookmark: _heading=h.1jlao46]
7.1 To perform the requirements of the policy, the company shall define a suitable infrastructural framework, based on the following:
7.2 [bookmark: _heading=h.43ky6rz]Information security steering committee.
7.2.1 [bookmark: _heading=h.xvir7l]The information security steering committee (hereinafter: “Steering Committee”) is the highest body authorized to approve initial changes to the policy and to decide how to implement it as a representative of the management and technological factors, while assisting in external consultants and specialists.
7.2.2 The committee members are: 
● [bookmark: _heading=h.3hv69ve]CTO
● VP R&D
● CISO 
● CFO
● COO


7.2.3 The committee roles:
● Approving the information security policies and procedures and overview implementation. 
● Approving and monitoring the annual work.
● Approving information classification levels and setting the required security level for the Systems.
● Be a deciding authority in cases of disagreement in information security subjects.
● Update in information security breach events and discussing appropriate reaction.
● The Steering Committee shall convene annually for an information security overview. 
7.3 CISO responsibility:
A management member responsible for information security in the Company. The appointee roles are:
● Presenting information security topics to management.
● [bookmark: _heading=h.4h042r0]Providing the Information security steering committee with an annual information security review.
● [bookmark: _heading=h.2w5ecyt]Leading the information security Steering Committee.
● [bookmark: _heading=h.1baon6m]Implementing the information security policy and policies (physical and logical) and providing guidance on Implementation to relevant personnel.
● [bookmark: _heading=h.3vac5uf]Initiate and implement an annual work plan.
● [bookmark: _heading=h.2afmg28]Performing audits on information security implementation in the Company.
● [bookmark: _heading=h.pkwqa1]Investigating and handling information security events and breaches.
● [bookmark: _heading=h.39kk8xu]Conducting information security awareness training.
● Definition and development of security processes and tools in the field of information systems.
● Definition, development and integration of processes and tools related to information security.
● Definition of Information Security levels of the IS and its components in compliance with decisions of the management forum.
● Development of processes and tools for enforcing and controlling the IS System.
● Involvement in technological changes in computer systems, to whatever degree necessary.
● Execution of backups according to the information security policy of the Company. 
● Handling of response to security incidents and malfunctions.
● Specification of processes and methods concerning levels of sensitivity and information classification to which third parties may be exposed. 

7.3.1 CISO competence: 
● Lead process IS incidents and events, while performing the investigation and learn lessons.
● Disconnect users in the process of servicing if there is risk of damage to the databases / information system of the Company.
●  Initiation of disciplinary proceedings.






9.5 CTO responsibility: 
● Overseeing the technological aspects of information security within the company.
● Collaborating closely with the CISO to define security requirements for technological systems.
● Supervising the implementation and integration of security solutions into company systems.
● Identifying, assessing, and mitigating technological risks to information security.
● Ensuring systems are monitored and compliant with information security policies.
● Coordinating the technological response to information security incidents.
● Promoting training and awareness of information security within technology teams.
● Evaluating and recommending new technologies to improve security.
● Ensuring all technological systems meet required security levels, as defined by the management.



8 [bookmark: _Toc9][bookmark: _heading=h.tjbq3r67161]Communication Security
8.1 The company's management will initiate and carry out activity with all employees for Information Security improvement and raising professional knowledge and information security skills of employees. 
8.2 As part of the Information security management system of the company CISO will map internal and external interested parties that need to be communicated with as part of managing the company's information security system. The mapping will include the types of interested parties, the mapping of the types of information required for communication and the form of communication.
8.3 Contacts with authorities
CISO shall maintain contacts with law enforcement authorities, regulatory bodies, information service providers and telecommunications service providers depending on the service required. This is required for necessary updates, assistance and guidance in handling security incidents and keeping the security infrastructure up to date. 
8.4 Contact with special Interest Groups
CISO keeps in touch with information security consultants and interested professional groups and shall keep watch on the early warning of alerts, advisories or patches related to the Information system of the company.

9 [bookmark: _Toc10][bookmark: _heading=h.u4i2dz667cw2]Information Security in Project Management
9.1 Information security is considered throughout the project lifecycle which may include the following activities (when applicable):
9.1.1 Incorporating security considerations into project planning and costing process:
9.1.1.1 Establishing security objectives as part of the overall project objectives and considerations
9.1.1.2 Identifying security best practices
9.1.1.3 Seeking guidance from security subject-matter experts
9.1.1.4 Evaluating threats and selecting additional controls to reduce risk level.
1.1.1 Performing assessments or other tests
9.1.1.5 Information security measures are implemented to control security exposures and reduce risk to acceptable levels. 



10 [bookmark: _Toc11][bookmark: _heading=h.3mer5gb4g6v8]Product Security and Data protection:
10.1 Security architecture validation - our architecture is designed and reviewed with security as a guiding principle. Our team is made of experienced security experts, who designed the product and its architecture from the ground up.
10.2 enSights infrastructure is built on-top of public cloud providers, with no servers or network equipment at the physical enSights office.
10.3 All the traffic related to requests to access customers’ resources is done over HTTPS.
10.4 Authentication and Access Management 
10.4.1 The access to the enSights cloud platform is done through 2 factor authentication. Additionally, a strong password policy is configured.
10.4.2 [bookmark: _heading=h.3c9z6hx]Within the enSights platform, all resource access is based on IAM roles with the minimum set of permissions, based on the least privileges principle.
10.5 [bookmark: _heading=h.qbtyoq]Data collected/retained
10.5.1 enSights’s platform collects:
● Http requests/responses to 3rd-party service.
10.5.2 The enSights platform collects additional logs and metrics and uses it to enrich the analytics presented on the enSights platform.
10.5.3 All data is relayed back to the enSights platform in a secure manner over https. 
10.6 Encryption/protection
10.6.1 All enSights’s data is retained at public cloud data centers in a secure environment according to best practices. 
10.6.2 All data transmitted between enSights and enSights users is protected using Transport Layer Security (TLS)
10.7 Data retention
10.7.1 Customers can delete their own data, and request deletion of their data only, after following the process and acceptance documentation required by us.    
10.7.2 We do not sell or license information, recordings or any other form of data to third parties.
10.8 Data protection
10.8.1 Customer data is only accessible by customer users. All stored data is kept encrypted.
10.8.2 Each customer is provisioned with a unique ID. All application processes are based on that unique ID to help ensure no cross-customer data events occur. 
10.8.3 Data is encrypted in transit.
10.8.4 Data at rest (on servers, file storage, database) is encrypted using 256 AES.
10.8.5 Data backups are created in accordance with this policy.
10.8.6 All stored files are backed up by the relevant cloud provider. 
10.9 Information protection:
10.9.1 The internal IP addresses, configurations, and related system design information for the company information systems must be restricted so that both systems and users outside of the company’s internal network cannot access this information. 
10.9.2 If users leave their computers powered on during non-business hours, they must log out of the network. If users leave their information systems unattended, they must have password protected screen savers or their screen must be locked.
10.9.3 Any attempt to disable these controls shall be monitored by IT department. If the user disables these controls for any unapproved reasons, and such actions cause damage to the company’s resources, such as a virus outbreak, the user can face disciplinary actions up to and including termination. 

11 [bookmark: _Toc12][bookmark: _heading=h.40ew0vw]Risk Assessment approach
11.1 [bookmark: _heading=h.2fk6b3p]A periodic risk assessment is the basis for an ongoing information security activity and roadmap. The assessment is applied to both the technological and non-technological aspects of information security. 
11.2 [bookmark: _heading=h.upglbi]Risk assessment shall include internal and external tests, penetration tests; system configuration reviews etc., and shall represent risks based on the potential risk and occurrence likelihood. The assessments and surveys shall be performed in accordance with business requirements and professional advice.
11.3 [bookmark: _heading=h.3ep43zb]The risk assessment shall aid with building the work plan that aims to minimize organizational and technological risks, as well as plan specific IT activities.

12 [bookmark: _Toc13][bookmark: _heading=h.1tuee74]Security of Human Resources
Aspects of information security are implemented by the company in all the policies and stages of employment of employee, as specified hereunder:
12.1 Prior to the Employment of Employee:
12.1.1 It is within the responsibility of the company to assure that employee of the company and third-party employee (contractor's employee) are suitable for the position intended to them and understand the responsibilities imposed on them, to prevent events of failure, fraud or abuse of information and assets of either the company and/or its customers.
12.1.2 The management of the company shall define with respect to each of its office holders: 
● The necessary qualifications
● Responsibility and authority
● Requirements of reliability
● Access rights to information systems
12.1.3 Employee reliability will be determined through a process of multiple interviews and the gathering of recommendations. 3rd party providers will be interviewed, and 1 references will be questioned. Each additional contractor employee will be interviewed upon employment.
12.1.4 Each employee, at any hierarchic level whatsoever, shall sign a confidentiality agreement, whereby he will maintain the rules of information security, as a condition of his work with the company. 
12.2 Within the Process of Employment:
12.2.1 It is within the responsibility of the management of the company to assure that employees of the company and third-party employee are aware of threats of information security, the responsibility and authority imposed upon them, and also that the information security policy and the policies derived therefrom are known to them, pursuant to the prevention of any failure in the security of information either erroneously or maliciously. 
12.2.2 The information security manager is responsible for the holding of periodic trainings to all the employees of the company, at all levels of the company, to increase their awareness of the following issues:
● Information security policy.
● Familiarization with possible risks and threats to the company and to the information. 
● Proper and ethical utilization of assets of the company. 
● Manner of protection against possible failures. 
● Manner of conduct upon occurrence of an exceptional event. 
● Proper and correct use of protections and controls. 
● Rules of usage of information systems of the company. 
12.2.3 The information security manager is responsible for ascertaining that all the employees receive training in information security at least once a year, while examining the effectiveness of the training and qualifications which were executed. 
12.3 Completion of Employment or change of positions:
12.3.1 The management of the company is responsible for ensuring that employees, contractual employees or third-party users of the information systems will leave the organization or change positions in an orderly and safe manner. 
12.3.2 Upon transition between positions, access authorizations and controls, which were given to the employee in his previous position, should be examined considering the new authorizations allotted to him. As a default, the authorizations of the previous position shall be blocked, and new authorizations will be opened to the employee, befitting the new position.
12.3.3 As the employee leaves the company due to whatever cause, the managerial team should verify that: 
● All his possibilities to access information, supporting systems and assets from the company or outside of it were blocked.
● The employee returned all the assets and equipment that belong to the company (computer equipment, documents, etc.). 
● The employee received guidance with respect to his commitment to the information of the company and its immunity. 

13 Computer & Cloud Security
13.1 [bookmark: _heading=h.meukdy]Workstation security
· [bookmark: _heading=h.36ei31r]All corporate issued workstations will be configured by authorized personnel only.
· All corporate issued workstations will use time-based screen savers with policy-based passwords. 
· All workstations will be set to install security updates automatically and OS vendor security products (where applicable).
· [bookmark: _heading=h.1ljsd9k]All workstations must have some form of software-based firewall with intrusion prevention and anti-virus software (EDR) always running on the system.
· [bookmark: _heading=h.45jfvxd]Any attempt to disable these controls shall be monitored by CISO. If the user disables these controls for any unapproved reasons, and such actions cause damage to the company’s resources, such as a virus outbreak, the user can face disciplinary actions up to and including termination.
· All OS level application installations will be vetted by the CISO. 
· Where applicable – employees will run with non-elevated permissions.
13.2 [bookmark: _heading=h.2koq656]Cloud Server security
· Infrastructure as Code (IaC): All production infrastructure shall be defined and deployed via IaC (e.g., Terraform, CloudFormation) to ensure consistency and auditability.
· Automated Patching: Production instances (Amazon EC2, etc.) shall use automated patch management (e.g., AWS Systems Manager) to ensure critical security patches are applied within 72 hours of release.
· Immutable Infrastructure: Where possible, production environments shall favor immutable deployments over manual configuration. Manual changes to production via the AWS Console are prohibited except for emergency "break-glass" scenarios, which must be logged and reviewed.
· Serverless & Managed Services: enSights prefers AWS managed services (RDS, Lambda, S3) to reduce the attack surface and shift patching responsibility to the provider where applicable.
13.3 [bookmark: _heading=h.3jtnz0s]Firewalls and encryption
13.3.1 Servers and workstations must be located behind a firewall with a clear security policy. For workstations – standard policy recommended by End point protection software and for servers – each rule base will be based on the minimal set of open ports required to support business transactions
13.3.2 Access to operating systems will use encrypted protocols (TLS/SSH/RDP)
13.3.3 Firewall rules review and administrator’s access should be approved once a quarter by the information security manager (same as all networking equipment).
13.3.4 All unauthorized and unused ports shall be closed on the firewall. All open ports have a specific source and destination addresses, except for publicly accessed addresses. 
13.3.5 All systems that store the Company’s Confidential Information or Customer Confidential Information must be on an internal extranet with firewall protection and have no way of routing to the public Internet or sources. 
13.3.6 All data that contains the Company’s Confidential Information or Customer Confidential information must be encrypted during transmission.  
13.3.7 All Internet web services must employ unique digital certificates and use encryption to transfer information in and out of these devices.
13.3.8 Firewall rules review and administrator’s access should be approved once a quarter by the Information Security officer (same as all networking equipment).
13.4 Vulnerability assessment and security patches
13.4.1 All servers must go through proper hardening policies by authorized IT personnel before they are connected to the company’s network. Once the servers are hardened, they must go through a vulnerability assessment by the IT department. After risk analysis has been performed on all identified vulnerabilities, all exceptions must be documented and reviewed on a quarterly basis by the Information Security officer. The only exception to this policy is servers that are in a controlled development lab environment. A controlled development lab environment must be located on a separate VLAN from the production network with access control lists and monitoring in order to control data traffic to the production network.
13.4.2 All servers must have current security patches loaded within a reasonable amount of time after the patch is released to be protected from current vulnerabilities and threats. The IT department is responsible for notifying system administrators of new patches and upgrades, as well as all other vulnerability fixes that are required.
13.4.3 An external security audit shall be performed on an annual basis to ensure that the company is following industry standards for network security.  This also assists the company with identifying any security threats that the company might not be aware of. The IT department is responsible for delivering these reports to the proper managers for corrective actions.
13.4.4 On a weekly basis, the IT department must review all security advisories and bulletins issued by trusted sources.  

14 [bookmark: _Toc15][bookmark: _heading=h.1yyy98l]Network Security 
14.1 [bookmark: _heading=h.4iylrwe]Requirements for network access
14.1.1 [bookmark: _heading=h.2y3w247]The company bases its networking on a cloud infrastructure and remote access to that infrastructure via public networks
14.1.2 Access to public networks is not limited, and it is assumed employees connect to non-secure networks. 
14.1.3 Access to internal services will be based on strong authentication with additional security processes on top of that (e.g., WAF or device health check, or VPN, as applicable)
14.1.4 All users, regardless of permissions will use strong authentication for sensitive services and all services will require mandatory session encryption.
14.2 Network configuration
14.2.1 Network will be segmented, so that access to production, staging or development networks will be authorized only based on strong authentication and for authorized personnel. 
14.2.2 Authorized IT personnel must attach all new workstations and servers to the network, including uncontrolled development lab environments. Likewise, all new user accounts and new needs for access rights must be created and maintained by authorized IT personnel. The Information Security Manager must ensure that all systems have current patching and anti-virus controls installed. 
14.2.3 [bookmark: _heading=h.1d96cc0]All new extranet connectivity shall undergo a security review by the information security manager. The reviews are to ensure that all access matches the business requirements in the best possible way. All proposed connectivity must be submitted through the change management process.
14.2.4 [bookmark: _heading=h.3x8tuzt]Outbound connections will be limited to support necessary connections only. 
14.3 Wireless Security
14.3.1 Wireless communication will be used for employee's workstations only and as such will be considered as non-secured.

15 [bookmark: _Toc16][bookmark: _heading=h.1rf9gpq]Network Access 
15.1 [bookmark: _heading=h.4bewzdj]Requirements for network access
15.1.1 Authorized IT personnel must attach all new workstations and servers to the network, including uncontrolled development lab environments. Likewise, all new user accounts and new needs for access rights must be created and maintained by authorized IT personnel. IT department must ensure that all systems have current patching and Anti-Virus controls installed. 
15.1.2 All software that is run on any company system must be approved and installed by the IT department. Any attempt to install unauthorized software is strictly prohibited and can lead to disciplinary actions.
15.1.3 All new extranet connectivity shall undergo a security review by the CISO. The reviews are to ensure that all access matches the business requirements in the best possible way. All proposed connectivity must be submitted through the change management process.
15.2 [bookmark: _heading=h.2qk79lc]Requirements for VPN access
15.2.1 All users who remotely connect via VPN must be authorized for access, strong user authentication must be used, which includes a user-id, a password, and two-factor authentication, such as a smart card or a token.
15.2.2 All remote VPN users shall have their VPN and local firewall installed and running.
16 [bookmark: _Toc17][bookmark: _heading=h.2ce457m]System Access Control

17.1 Identity and Password Management
· Centralized Identity (SSO): Access to all corporate SaaS applications and AWS must be managed via a centralized Identity Provider (IdP) (Microsoft Entra ID).
· Multi-Factor Authentication (MFA): MFA is mandatory for all users. Authentication must require at least two factors (e.g., something you know and something you have, such as a hardware token or authenticator app). SMS-based MFA is discouraged.
· Password Complexity: Passwords must be at least 12 characters long, including a mix of uppercase, lowercase, numbers, and symbols.
· No Forced Rotation: To ensure password strength, forced periodic password changes are not required unless there is evidence of compromise.
· Password Managers: Employees are required to use a company-approved password manager (e.g., 1Password, Bitwarden) to generate and store unique, complex passwords. Writing passwords down or storing them in unencrypted files is strictly prohibited.
17.2 Account & Privileged Access Management

· Principle of Least Privilege (PoLP): Users are granted the minimum level of access required for their role. Access to the AWS Production environment and sensitive SaaS admin consoles is restricted to the CTO, DevOps, and CISO.
· Access Reviews: The CISO and CTO shall perform a quarterly access review to ensure all active accounts and permission levels are still necessary.
· Offboarding: Upon termination of employment or contract, the DevOps lead or CTO must revoke all access to the IdP, AWS, and sensitive SaaS tools immediately (within 24 hours).
· No Shared Accounts: Use of shared or "root" accounts for daily operations is prohibited. All actions must be tied to an individual user identity for auditability.
17.3 Data Access & Cloud Storage

· Cloud-Only Storage: Corporate data must be stored in approved SaaS platforms (e.g., AWS S3, Google Drive, GitHub). Storing sensitive company data on local laptop drives or unauthorized personal cloud accounts is prohibited.
· Zero Physical Media: The use of USB flash drives or external hard drives for transporting company data is prohibited.
· Encryption: All data stored in SaaS or AWS environments must be encrypted at rest and in transit (TLS 1.2+).
17.4 Workstation Security (BYOD/Corporate)

· Screen Locks: Workstations must be configured to automatically lock after a maximum of 15 minutes of inactivity.
· Disk Encryption: Full Disk Encryption (e.g., FileVault or BitLocker) must be enabled on all workstations used to access enSights.ai systems.
· Reporting: Any suspected compromise of an account or workstation must be reported to the CISO immediately.


17 [bookmark: _Toc18][bookmark: _heading=h.42ddq1a]R&D Security 
18.1 Secure Development Lifecycle (SDLC)

· Secure by Design: Security requirements shall be identified and addressed during the design phase of all new features or infrastructure changes.
· Peer Review: All code changes must be submitted via a Pull Request (PR). A minimum of one qualified peer (separate from the author) must review and approve the code before it can be merged into the production branch.
· Automated Testing: The CI/CD pipeline shall automatically run unit and integration tests. Code that fails these tests shall be blocked from deployment.
· Dependency Management: Third-party libraries and container images shall be scanned for known vulnerabilities (e.g., using GitHub Dependabot, Snyk, or AWS Inspector) continuously, not just once a year. High-severity vulnerabilities must be remediated within 14 days.
18.2 Application Security & Edge Protection

· Web Application Firewall (WAF): All public-facing application endpoints must be protected by AWS WAF to mitigate common web exploits (OWASP Top 10) and rate-limit malicious traffic.
· Vulnerability Management: enSights.ai shall perform automated vulnerability scans of the application and infrastructure monthly. A formal Penetration Test by an independent third party shall be conducted at least annually.
· Secrets Management: Hardcoding credentials, API keys, or secrets in source code is strictly prohibited. All secrets must be managed using AWS Secrets Manager or a similar secure vault.
18.3 Change Control 
· Change Records: The version control system (e.g., GitHub) serves as the formal record of change. Each merge to the production branch must be linked to a task/ticket explaining the "Why" and "What" of the change.
· Segregation of Duties: While DevOps/R&D may have the ability to deploy, the process ensures that no single individual can write code and push it to production without an independent review (the PR process).
· Rollback Plan: All production deployments must have a defined rollback procedure (e.g., re-deploying the previous stable container image or using "Blue/Green" deployment strategies).

18 [bookmark: _Toc19][bookmark: _heading=h.2uxtw84]Electronic Mail Systems and Internet Usage
18.1 [bookmark: _heading=h.1a346fx]Electronic mail systems 
18.1.1 [bookmark: _heading=h.3u2rp3q]Users must not use an e-mail account assigned to another user to either send or receive messages. 
18.1.2 [bookmark: _heading=h.2981zbj]When users receive an email which security software has identified as malicious or they suspect to be malicious, they should report to the CISO immediately and wait for instructions.
18.1.3 Users will not send customers' confidential information in email, unless specifically authorized by the CISO.
18.2 [bookmark: _heading=h.odc9jc]Internet connections
18.2.1 [bookmark: _heading=h.38czs75]Although the Internet is an informal communications environment, the laws for copyrights, patents, trademarks, and the like still apply. To this end, users of the company’s information systems must for example (1) repost material only after obtaining permission from the source, (2) quote material from other sources only if these sources are identified, and (3) reveal internal company’s information on the Internet only if the information has been officially approved for public release.  This also forbids the online trading of copyrighted material. An example of this is file-swapping copyrighted material through the Internet. 
18.2.2 [bookmark: _heading=h.1nia2ey]Users must not place any company’s materials on any publicly accessible Internet computer system unless the CISO first approved the posting.




19 [bookmark: _Toc20][bookmark: _heading=h.72frsam1t5b4]Monitoring
19.1 The object of monitoring is to discover unauthorized information-processing activities. 
19.2 Threat monitoring tools will be enabled on internal and external interfaces. Where applicable, security monitoring alerts will be written to operations alerts to allow quick visibility. 
19.3 All the actions of users of the information systems of the company are recorded on the monitoring system, to uphold a process of monitoring and documentation upon occurrence of information security incidents or a deviation from the information security policy adopted by the company
19.4 Whenever an employee has a good reason to believe that an information system has been compromised, the employee should report the incident to the Information Security Manager in accordance with the reporting of security incidents policies. The only exception to this policy is if the system causes immediate damage to the company’s resources, and in which case, the system is to be disconnected from the network. 

	
20 [bookmark: _Toc21][bookmark: _heading=h.1pgrrkc]Adjustment
21.1 Regulatory & Legal Compliance

· Applicable Laws: enSights.ai is committed to complying with all relevant local and international regulations, including:
o The Israeli Privacy Protection Law (1981) and its Regulations (2017) regarding data security (even if no PII is processed, the security regulations still apply to "Databases").
o The Israeli Computers Law (1995).
o The Israeli Copyright Law (2007) (Protecting our AI models and proprietary algorithms).
· International Standards: The company maintains an Information Security Management System (ISMS) in alignment with ISO 27001:2022 and SOC 2 (Trust Services Criteria).
· Intellectual Property (IP): All R&D output, AI model weights, and customer-specific analytics are classified as company IP. Access is restricted to prevent unauthorized exfiltration.
21.2 Internal Audit & Management Review

· Annual Internal Audit: At least once per year, the CISO (or a qualified third party) shall conduct an internal audit of the ISMS to ensure policies are being followed in practice (e.g., checking PR logs, AWS IAM roles, and offboarding records).
· Management Review: The Information Security Steering Committee (CTO, CISO, VP R&D) shall meet at least annually to review the audit results, risk assessment, and policy effectiveness. This meeting shall be formally minuted.
· Continuous Monitoring: Rather than a "once-a-year survey," the company utilizes automated tools (e.g., AWS Security Hub, Vanta, or Drata) to monitor compliance status in real-time.
21.3 Technical Compliance Review

· Infrastructure Review: The DevOps lead shall conduct a quarterly review of the AWS environment to identify "drift" from the secure baseline (e.g., unauthorized open S3 buckets or unused IAM roles).
· Penetration Testing: An independent external security assessment (Penetration Test) shall be performed annually on the production environment to identify vulnerabilities that automated tools might miss.
[bookmark: _heading=h.49gfa85]
21 [bookmark: _Toc22][bookmark: _heading=h.2olpkfy]Controls and auditing
21.1 [bookmark: _heading=h.13qzunr]All policies shall have controls designated to assure the proper implementation of the procedure. 
21.2 [bookmark: _heading=h.3nqndbk]Audit trails shall be implemented in the various systems and shall be regularly monitored and controlled. 

22 [bookmark: _Toc23][bookmark: _heading=h.22vxnjd]Responsibility 
22.1 [bookmark: _heading=h.i17xr6]The CISO is responsible for applying and maintaining the Policy.
22.2 [bookmark: _heading=h.6shrjdvfiofa]All  
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