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1. [bookmark: _heading=h.inon50j2gwco][bookmark: _Toc217995783]Overview

Information security is an integral part of enSights.ai’s DNA, incorporated from initial planning and design through to the deployment and maintenance of our cloud-native systems. Security is not a "gate" at the end, but a continuous enabler throughout our Agile development lifecycle.
2. [bookmark: _heading=h.30j0zll][bookmark: _Toc217995784]Scope

This policy applies to all R&D staff, DevOps, and leadership responsible for the design, coding, testing, and deployment of enSights.ai applications. It also covers the selection and integration of third-party SaaS tools and cloud-managed services.
3. [bookmark: _heading=h.1fob9te][bookmark: _Toc217995785]Introduction 

This policy defines the Secure Development Lifecycle (SDLC) at enSights.ai.

· “Development” refers to the continuous integration and continuous deployment (CI/CD) of code into our AWS environment.

· “Acquisition” refers to the vetting and onboarding of SaaS providers and third-party libraries (Open Source).

· “Software” encompasses our proprietary AI models, application code, cloud configurations (IaC), and managed databases.


4. [bookmark: _heading=h.3znysh7][bookmark: _Toc217995786]Objectives 
4.1 Identify security considerations that must accompany the processes of acquiring, designing, coding, testing, and implementing software. 
4.2 Specify security controls that must be incorporated into the design of software or that must be included as features of acquired software.


[bookmark: _heading=h.2et92p0][bookmark: _Toc217995787]Development Secure Policy 

[bookmark: _heading=h.tyjcwt][bookmark: _Toc217995788]Development of Secure Software 
Security by Design: Security requirements must be identified during the initial planning and design phase of any feature. For AI-related features, this includes data privacy and protection against prompt injection.
Peer Review: All code changes must be submitted via a Pull Request (PR) in the version control system. At least one qualified peer review and approval are mandatory before merging into the production branch.
Segregation of Environments: Development, Staging, and Production environments must be logically separated within the cloud infrastructure. Development and Staging environments shall not contain actual customer data.

Automated Security Testing (SAST/SCA)
Continuous Scanning: Every code contribution is automatically scanned for Static Application Security Testing (SAST) and Software Composition Analysis (SCA) using the company’s integrated security tools.
Developer Feedback Loop: Security alerts and detected vulnerabilities are pushed directly to developers via the company’s internal communication platform for immediate awareness.
Secrets Prevention: Automated secrets detection is utilized to identify and mitigate the risk of credentials (API keys, tokens, passwords) being committed to version control.

Risk-Based Remediation
Rather than manual documentation for every bug, the company uses an automated risk-based triage process:
· Triage: Developers review security alerts in real-time.
· SLA: Critical and High vulnerabilities must be addressed according to the company’s defined remediation timelines:
· Critical: Fix or mitigate within 72 hours.
· High: Fix or mitigate within 14 days. Medium: within 30 days. Low: within 90 days.
Secure Coding Standards
· Standard Compliance: Developers must adhere to industry-recognized standards (such as OWASP Top 10 and the OWASP Top 10 for LLM Applications) to ensure protection against common injection and data exposure attacks.
· Secrets Management: Under no circumstances shall secrets be stored in plain text within source code. All secrets must be managed using the company’s approved cloud-based secrets management service.

[bookmark: _heading=h.3dy6vkm][bookmark: _Toc217995799]Acquisition of Secure Software 

· Vendor Assessment: Before acquiring new SaaS services, a security assessment is performed, prioritizing vendors with recognized security certifications (e.g., SOC 2 Type II or ISO 27001).
· Supply Chain Security: Third-party libraries are continuously monitored. Any library with a critical vulnerability must be updated or replaced promptly.



[bookmark: _Toc217995802]Security Development Life-Cycle 


[bookmark: _Toc217995803] Roles and Responsibilities

[bookmark: _Toc217995804]To ensure adoption of secure development practices while minimizing disruption to continuous delivery, responsibilities for implementation and oversight are distributed among key leadership roles. While all personnel involved in the development lifecycle are expected to follow secure coding principles, the following roles hold defined responsibilities:

4.1.1. [bookmark: _Toc217995805]CTO - The CTO holds overall responsibility for ensuring that secure development is embedded across the organization. This includes establishing the strategic direction for secure software development, allocating the necessary resources, and overseeing collaboration between engineering and security teams to maintain compliance with security procedures.

4.1.2. [bookmark: _Toc217995806]VP R&D - The VP of R&D is responsible for embedding security throughout the development process. This includes ensuring that development teams apply secure coding practices, use approved tools, and remediate vulnerabilities efficiently. The VP of R&D oversees execution of security-related procedures within the engineering teams and integrates security into design, implementation, and deployment activities.

4.1.3. [bookmark: _Toc217995807]CISO - The CISO is responsible for defining, maintaining, and overseeing the organization’s security strategy throughout the development lifecycle. This includes establishing security policies, ensuring compliance with regulatory and contractual obligations, and monitoring adherence to secure development practices. The CISO provides guidance to leadership and development teams, conducts regular risk assessments, and ensures that security considerations are integrated into every stage of design, implementation, and deployment.

4.1.4. DevOps Lead - The DevOps Lead is responsible for the technical implementation and maintenance of security tooling within the CI/CD pipeline. This includes managing automated scanning integrations, ensuring the integrity of the build environment, and providing technical support to developers for vulnerability remediation and infrastructure-as-code (IaC) security.

4.1.5. [bookmark: _Toc217995808]Developers -They are required to develop secure code. They are obligated to follow a given policy and guidelines, specifically relevant procedure(s) and secure coding guidelines, in addition to completing appropriate training. Moreover, it is beneficial for programmers to be conscious of security throughout their coding efforts. The organization shall supervise and monitor the out-sourced system development activity.



4.2. [bookmark: _Toc217995809]Continual Activities
4.2.1. [bookmark: _Toc217995810]Changes to systems within the development lifecycle shall be led by the use of formal change procedures.
4.2.2. [bookmark: _Toc217995811]These activities should be continuously and periodically performed, outside of the release cycle
4.2.3. Security Approval for Significant Changes - Security considerations must be integrated into the design phase of new features. For Significant Changes (defined as changes to authentication, data encryption, or public-facing APIs), a security review must be performed. The Pull Request (PR) and associated task in the project management system serve as the formal record of this review and approval.


4.3. [bookmark: _Toc217995815]Coding Phase

4.3.1. [bookmark: _Toc217995816]When developing any all and system code, programmers must follow secure coding guidelines relevant to the specific technology and programming language, and accepted best practices. 
4.3.2. Passwords, tokens, encryption keys, API keys, and any other secrets must never 	be stored in source code, configuration files, or version control systems.
All secrets must be managed exclusively through an approved secrets management solution authorized by the company .
4.3.3. All identified vulnerabilities must be remediated according to the following rules, based on severity and project priority.

[bookmark: _Toc217995817]Remediation Policy:
All identified vulnerabilities must be remediated according to the following Service Level Agreements (SLAs):
    Critical: Fixed within 72 hours.
    High: Fixed within 14 days.
    Medium: Fixed within 30 days. Low: Fixed within 90 days.
Exceptions: Any vulnerability not fixed within the SLA must be formally documented as a risk acceptance and approved by the CISO/VP R&D.


[bookmark: _Toc217995827]Testing Phase
Logical Isolation: Development, Test (Staging), and Production environments must be logically separated within the cloud infrastructure (e.g., using separate AWS Accounts or VPCs).

Access Control: A strict "Segregation of Duties" is enforced. Developers are granted access to Development and Test environments but are restricted from administrative or write-access to the Production environment. Production deployments are managed via automated CI/CD pipelines.

Data Sanitization: Production data containing sensitive information or customer analytics must never be used in Development or Test environments. If data is required for testing, it must be programmatically anonymized or consist of synthetic "dummy" data.

[bookmark: _Toc217995830]Deployment Phase

Prior to any deployment to the Production environment, the following "Clean-Up" steps must be verified:
  
Log Sanitization: Debug logs, traces, or test outputs containing sensitive system information or credentials must be disabled or deleted.
 
Credential Scrubbing: Hardcoded credentials, temporary access tokens, and environment-specific endpoints (e.g., dev-db-urls) must be removed.
 
Secrets Externalization: All API keys, certificates, and tokens must be moved to the company’s authorized cloud secrets management service. They must not be embedded in code, configuration files, or container images.
 
Configuration Hardening: Test-specific configurations, such as custom application accounts, default "admin/admin" credentials, or temporary test users, must be removed before the application is live.


5. [bookmark: _Toc217995835]Third-Party Component Management 

Component Definition
A "Component" refers to any external code, library, or service integrated into the software ecosystem, including:
· Third-party libraries and frameworks (e.g., NPM, PyPI artifacts).
· Software Development Kits (SDKs) and APIs.
· Container base images and CLI tools.
· Integrated SaaS services and Commercial Off-The-Shelf (COTS) software.
Selection Criteria
Before introducing a new component, developers must apply the following standards:
1. Native-First approach: Prioritize built-in capabilities of the existing framework before adding a new dependency.
2. Viability Standards: Components must show evidence of Active Maintenance (recent updates), Industry Adoption, and Clear Documentation.
3. Licensing: Licenses must be compatible with company legal requirements and must not impose "restrictive copyleft" obligations that could compromise the company's Intellectual Property.
 Version Management and SBOM
· Version Pinning: Developers must use pinned versions for all dependencies. The use of "latest" tags in production builds is prohibited to prevent supply chain attacks or breaking changes.
· Software Bill of Materials (SBOM): A central inventory of all dependencies, including transitive dependencies, is automatically maintained and monitored via the company’s integrated security scanning tools.
Approval and Integration (Continuous SDLC)
The introduction of a new third-party library is managed through the standard peer-review process:
· Justification: Developers must confirm in the internal communication channel that an existing approved library cannot solve the requirement.
· Peer Review: The addition of a new dependency must be explicitly flagged in the Pull Request (PR) for review by the Tech Lead or DevOps.
· Vulnerability Check: The automated scanning tool must clear the new component of any "Critical" or "High" vulnerabilities before it is merged.
Ongoing Maintenance and Removal
· Continuous Monitoring: The cloud environment and code repositories are continuously monitored for new security alerts regarding existing components.
· Patching SLA: Vulnerabilities discovered in third-party components must be patched according to the company’s standard remediation SLA (Critical 72 hours, High 14 days, Medium 30 days, Low 90 days).
· Cleanup: Components that are unused, reach End-of-Life (EOL), or are deemed insecure must be removed from the codebase and build configurations.
Policy Governance and Review
This document must be reviewed and updated at least annually, or upon significant changes to the organization’s technology stack or regulatory requirements.
Effectiveness Metrics: The adequacy of this policy shall be evaluated based on:
1. The number of security incidents resulting from failed controls within the SDLC.
2. The average "Time-to-Remediate" for vulnerabilities identified by automated scanning tools.
3. The percentage of code changes successfully passing through peer review and automated testing.
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