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1 [bookmark: _Toc1][bookmark: _heading=h.gtyu6k67ap0v]Document information
[bookmark: _Toc217344041]Purpose, Scope, and Audience
· Purpose: To minimize the risk of security breaches originating from interactions with external parties and to define security standards for third-party contracts.
· Scope: This policy applies to the entire organization, including all employees, suppliers, and partners.
· Audience: All personnel involved in the procurement, management, or technical oversight of third-party services.
· Control: This document is created and maintained by the CISO. It is reviewed and formally approved by management at least annually.



[bookmark: _Toc217344042] Definitions
· Supplier: Any external party or entity providing services, software, infrastructure, or operational support involving enSights’s systems or data. This includes cloud providers (CSPs), software vendors (SaaS), freelancers, and consultants.
· Freelancers: Treated as internal employees regarding security requirements, including background checks and mandatory training.
2 [bookmark: _Toc217344043]Supplier Risk Classification
enSights utilizes a risk-based approach to categorize suppliers. The CISO assigns a rating from 1 to 5 based on the sensitivity of the data accessed and business criticality.

	Rating
	Classification
	Security Requirement Highlights

	5
	Critical
	Core Cloud (AWS, M365). Annual SOC 2/ISO report review required.

	4
	High
	Access to Code/Sensitive IP. Annual security certification check.

	3
	Medium
	Access to internal data (e.g., Slack/Jira). Contractual NDA required.

	2
	Low
	Limited business data exposure. Standard business terms.

	1
	Minimal
	No data access (e.g., office cleaning). Standard terms.




3 [bookmark: _Toc217344044][bookmark: _heading=h.zifsokthz7l5]Due diligence and risk assessment 
Before contracting with a supplier rated 3 or higher, the CISO shall initiate a risk assessment to understand the potential impact on enSights.
· Assessment Criteria: * Sensitivity of the information exposed to the third party.
o The supplier's existing security certifications (e.g., SOC 2 Type II, ISO 27001).
o The technical capability of the supplier to support MFA and secure integrations (e.g., Entra ID/SSO).
o Dependency on the supplier for business continuity.

4 [bookmark: _Toc217344045][bookmark: _heading=h.pb910fmva4pt]Addressing security within supplier agreements
Information security requirements must be reflected within the written contractual agreement. The CTO, with assistance from the CISO, ensures that contracts for suppliers rated 4-5 include:
· Right to Audit: Requirement for the supplier to provide annual security audit reports.
· Data Rights: Prohibition on sharing or selling enSights data and clear clauses for data deletion at the end of the relationship.
· Service Level Agreements (SLAs): Clear uptime and availability commitments.
· Cloud Specifics: Clearly defined roles for backups, incident management, and vulnerability remediation within the "Shared Responsibility Model."
· Non-Disclosure Agreements (NDAs): Mandatory signature by authorized representatives before any proprietary information is disclosed.

5 [bookmark: _Toc217344046][bookmark: _heading=h.8ift0phshgcm]Non-Disclosure Agreements 
· Annual Review: The CISO is responsible for an annual review of all suppliers rated 4 and 5. This includes collecting and analyzing their latest security audit reports.
· Operational Monitoring: The DevOps Lead monitors the service health of critical cloud infrastructure and reports utility-related incidents impacting availability.
· Access Review: The CISO performs a quarterly review of all active third-party accounts (e.g., freelancers in Microsoft 365) to ensure access is still required and follows the principle of "Least Privilege."




6 [bookmark: _Toc217344047][bookmark: _heading=h.dc6s9amcp940]Monitoring and review of supplier services
The CISO is responsible for overseeing supplier security monitoring, with technical support from the COO and CTO. To ensure resources are focused on the areas of greatest risk, monitoring frequency is based on the supplier's risk rating:
· Critical & High-Risk Suppliers (Ratings 4-5): Monitored annually. This review includes:
o Collection and analysis of the supplier's latest SOC 2 Type II or ISO 27001 audit reports.
o Verification of "User Entity Controls" to ensure enSights is meeting its security obligations to the vendor.
o Review of service performance against agreed-upon SLAs.
· Standard & Low-Risk Suppliers (Ratings 1-3): Monitored upon contractual renewal or if a significant change in the service scope occurs.
[bookmark: _Toc217344048]6.1 Cross-Verification
Where possible, the CISO shall cross-check supplier-provided status reports against internal monitoring tools (e.g., CloudWatch or automated uptime monitors) to ensure a consistent picture of performance. Any discrepancies or identified security gaps will be reviewed by the CTO, and corrective actions will be agreed upon with the supplier.

7 [bookmark: _Toc217344049][bookmark: _heading=h.68umqekvsujr]Managing changes to supplier services
7.1 [bookmark: _Toc217344050][bookmark: _heading=h.155h2dr0c52]Changes within contract
Changes to services provided by suppliers (e.g., new API integrations, moving to a different cloud region, or changing data access levels) are subject to the enSights Change Management process.
· The CTO must assess the information security implications of the change before it is implemented.
· The CISO must update the Supplier Risk Assessment if the change affects the sensitivity of the data being processed.

7.2 [bookmark: _Toc217344051][bookmark: _heading=h.uukrf9xm0sy5]Contractual Disputes
n the event of a contractual dispute regarding security or service levels:
· The CFO and CTO must be notified immediately.
· The CFO determines the next steps, including the procurement of legal advice if necessary.
· The CISO must perform a risk assessment to determine if the dispute impacts the security or availability of enSights data.
· All formal correspondence must be in writing and approved by the CFO.

7.3 [bookmark: _Toc217344052][bookmark: _heading=h.5st4pfv9n0n9]End of contract
To ensure a secure transition or termination of services:
· Notice: Termination must be requested in writing according to the agreed contract terms.
· Transition Planning: If a service is being transferred to a new party, it must be managed as a formal project under the supervision of the CTO.
· Access Revocation: The CTO must revoke all logical access (SSO, AWS IAM, M365) within 24 hours of the contract end date.
· Data Deletion: Per the Disposal and Destruction Policy, the CISO must obtain formal verification that all enSights data has been purged from the supplier’s environment.

[bookmark: _Toc217344053][bookmark: _Toc217344040]8 Validity and document management
[bookmark: _Toc217344054]8.1 Policy Effective Date
This document is valid as of 3/2/2026.
[bookmark: _Toc217344055]8.2 Ownership and Review
· Owner: The CISO is the formal owner of this document.
· Review Cycle: The CISO must review and, if necessary, update the document at least once a year to reflect changes in the technical environment (AWS/M365) or regulatory requirements.
[bookmark: _Toc217344056]8.3 Effectiveness Criteria
To ensure this policy is providing real protection for enSights, the following metrics will be reviewed during the annual Internal Audit and Management Review:
· Unvetted Critical Suppliers: Number of suppliers rated 4 or 5 currently in use without a verified security assessment or current audit report (SOC 2/ISO) on file.
· On-Time Annual Reviews: Percentage of Critical and High-Risk suppliers that underwent their annual security review within the scheduled timeframe.
· Offboarding Compliance: Number of terminated suppliers or freelancers where logical access (AWS/M365) was not revoked within the 24-hour SLA.
· Contractual Security Gaps: Number of active supplier contracts (Rating 3+) that do not contain standard security, breach notification, or data deletion clauses.
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