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1 General
1.1 Cloud technology encompasses almost all information system infrastructures and application deployments.  The current market is trending away from on-premise hardware in lieu of the increased scalability, reliability, and functionality of cloud based offerings.  With this enhanced functionality comes increased responsibility to manage data security, access, and relationships between the provider and the enSights.
1.2 enSights operates under the Shared Responsibility Model. While the Cloud Service Provider (CSP) is responsible for the security 'of' the cloud (physical assets, virtualization layer), enSights is strictly responsible for security 'in' the cloud, including data encryption, identity management, network configuration, and application security.
1.3 enSights uses cloud service providers to lower costs, increase functionality and availability, focus services, and improve customer satisfaction. Effective management and administration of third party cloud providers is critical to normal operations. 


2 [bookmark: _heading=h.30j0zll]Scope
2.1 Cloud services provide convenient and on-demand access to a shared pool of configurable computing resources (e.g. networks, servers, storage, applications, and services).  The purpose of this policy is to establish processes and procedures for cloud service providers, their responsibilities, and management strategies to protect enSights applications and data.
2.2 This policy applies to all enSights staff, users, and contractors that create, deploy, or support infrastructure, applications, and/or systems software in a third party hosted cloud based infrastructure.
[bookmark: bookmark=id.2et92p0][bookmark: bookmark=id.3znysh7][bookmark: _heading=h.1fob9te]
3 [bookmark: _heading=h.tyjcwt]Cloud Based computing policy
3.1 [bookmark: _heading=h.3dy6vkm]Taking advantage of cloud technologies requires enSights staff applying appropriate controls and managing risks related to its systems and information assets.
3.2 enSights cloud computing security related responsibilities:
3.2.1 Risk Assessment – An internal risk assessment and analysis shall be performed on all services to be housed by cloud providers.  The analysis shall identify any risks to the business unit, organization, process, security, and/or data stored.  As part of this work, mitigation strategies shall be prepared that identifies remedies and corrective controls to address concerns.
3.2.2 Procurement and Contract – The CEO or their designee shall ensure all standard procurement policies and practices are in effect and followed regarding cloud computing procurement and will use the Finance and Legal departments in the procurement process. enSights agreements with service providers will include all security capabilities as required by enSights Information Security Policy.  The agreements must also cover enSights data privacy, cloud based computing functionality and capabilities, and third party providers risk aspects shall be covered and enforced.  This includes but is not limited to: 
· Due diligence activities including personnel background checks, length of time in business, insurance compliance and experience with similar engagements.
· Assurance that vendor personnel do not violate enSights policies, procedures, agreements, or related documents.  CEO shall provide a primary point of contact for the vendor responsible for managing the relationship, Service Level Agreement (SLA), and ensuring the vendor is compliance with all contract terms.
· Annual Vendor Review: enSights shall perform an annual review of the security certifications (e.g., SOC2 Type II, ISO 27001) for all critical cloud service providers to ensure continued compliance with enSights' security standards.
· Periodic review of authorized cloud service providers’ personnel working on the contract and the services performed by each.  These records shall be available on-demand by the vendor.  
3.2.3 All contracts with cloud service providers shall specify:
· Explicit language related to relevant security requirements including controls over the processing, accessing, communicating, hosting, and management of enSights data.  This includes encryption, access controls, leakage prevention, and integrity controls for data exchanged to prevent improper disclosure, use, alteration or destruction of data.
· Physical and role based security access to enSights data and applications.
· Data security and protection methods used by the service provider.
· Acceptable methods for the return, destruction, or disposal of enSights information stored on vendor resources at the end of the agreement.
· Acknowledgement that the service provider must only use enSights data for the explicit purposes defined in contract.
· Agreement that any information acquired by the service provider during the course of the contract cannot be used for any other purpose than that specified in the contract or divulged to others without formal written exception/condition agreed to by data owner, enSights and the vendor.
3.3 Cloud service provider requirements
enSights or their designee shall ensure each service provider complies with the following processes and procedures:
3.3.1 Security Incident Reporting – Vendor must report any security incidents related to physical or logical data compromises immediately to appropriate enSights personnel and take all appropriate actions to mitigate the security risk.
3.3.2 Termination of Service – Vendor shall ensure that all enSights data is collected and returned to the enSights or provide written certification of data destruction within a twenty-four (24) hour window.  
3.3.3 Agency Requested Audits – Vendors are required to comply with all enSights auditing requirements.  
3.3.4 Data Breaches – Vendors shall notify enSights within twenty-four (24) hours upon the discovery of a service provider security breach.  Upon such notification, enSights shall have the right, but not the obligation, to terminate the agreement with the cloud service provider.  The vendors shall pay for all costs incurred to remedy the breach for enSights, its customers, and related expenses related to the incident.
PII processingenSights follows a PII Minimization principle. We only store limited Personal Identifiable Information (Business Email, Name, and MFA Phone number) required for authentication and service operation.
· Encryption: All Service Data must be encrypted at rest using CSP-managed keys and encrypted in transit using TLS 1.2 minimum (TLS 1.3 supported).
· Anonymization: Data used for product analytics must be anonymized to ensure no link to a specific individual can be established.
· User Rights: Upon user request, all personal details will be removed from the application database and associated cloud services, in accordance with privacy regulations.


4 Infrastructure as Code (IaC) & Change Management
· All production cloud infrastructure must be managed via Infrastructure as Code (IaC) (e.g., Terraform, Terragrunt).
· Manual configuration changes in the production portal/console are prohibited, except in documented "Break-Glass" emergency scenarios.
· Every infrastructure change must undergo a Peer Review (Pull Request) and be deployed through an automated CI/CD pipeline to ensure a complete audit trail.
· Secrets Management: Hardcoding API keys, passwords, or certificates in source code is strictly prohibited. All secrets must be stored in a managed service (AWS Secrets Manager).



5 [bookmark: _heading=h.jhbvwbaj171p]Cloud Security
All cloud infrastructure must be continuously monitored using a Cloud Security Posture Management (CSPM) platform.
· Access Control: Multi-Factor Authentication (MFA) is mandatory for all administrative access. Access must be centralized via the corporate Identity Provider (IdP) using SSO.
· Vulnerability Remediation SLA:
· Critical Vulnerabilities: Must be addressed and fixed within 72 hours of discovery.
· High-Risk Vulnerabilities: Must be resolved within 14 days of identification.
· Medium-Risk Vulnerabilities: Must be fixed within 30 days of detection.
· Low-Risk Vulnerabilities: Must be fixed within 90 days of detection.
6 Network Security & Segmentation
Network Security & Segmentation enSights manages network security through a "Defense in Depth" approach, leveraging cloud-native networking controls to protect the environment:
· Network Segmentation: Production environments must be isolated from non-production environments  at the network level (e.g., separate VPCs/VNets).
· Least Privilege (Zero Trust): All network traffic is "Deny-by-Default." Only explicitly required ports and protocols shall be allowed through Security Groups or Network Access Control Lists (ACLs).
· Public Exposure: Direct public internet access to backend resources (databases, internal API servers) is strictly prohibited. All public-facing traffic must terminate at a hardened entry point, such as a Load Balancer or Web Application Firewall (WAF).
· Secure Remote Access: Administrative access to the cloud network infrastructure must be performed via secure, encrypted channels (e.g., VPN, Zero Trust Network Access, or Bastion hosts) and must require MFA.
· Network Monitoring: Network flow logs must be enabled for all production environments to provide an audit trail of traffic patterns and to assist in security incident investigations.

7 [bookmark: _heading=h.1t3h5sf]Applicability and responsibility
7.1 Responsibility for the execution applies to every employee in enSights. who is authorized to manage the data in cloud services.
7.2 The control of this procedure will be performed according to the decision of the CISO. The control will be defined and documented by the parties in charge at enSights.
7.3 CISO is responsible for updating and approving this procedure.

8 Resilience and Recovery
enSights shall implement automated backups for all production databases.
· Restoration Testing: Backup integrity must be verified through a restoration test at least once a year.
· High Availability: Cloud resources must be deployed across multiple Availability Zones (AZs) to ensure service continuity in the event of a localized provider outage.
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