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1. [bookmark: _heading=h.30j0zll]Overview
1.1. [bookmark: _heading=h.gjdgxs]Policy Purpose is to establish guidance for the monitoring and logging of enSights information systems in order to protect the company's network and data against possible threats.

2. The Policy
2.1. Overview
All of the organization’s information systems are subject to this procedure. Specifically, logs and automated alerts will be generated and monitored for the following systems:
· Information Security Systems: Cloud Security Posture Management (Armo), Kubernetes Runtime Security (Armo), AppSec & Code Integrity (Arnica), EDR, and Mail filtering.
· Infrastructure: Cloud Environment (AWS) Audit Logs (e.g., CloudTrail, VPC Flow Logs), WAF, and Security Groups.
· Identity & SaaS: Microsoft 365 (including Purview DLP), Identity Provider (IdP) logs, and SSH-Tunnel connectivity.
· Application: Application-level logs, metrics, and traces for business-critical services, collected centrally in groundcover.
CISO is responsible for defining the alerting thresholds and ensuring that automated monitoring is active. CISO is responsible for reviewing High and Critical alerts as they occur and performing a consolidated review of security trends at least once every week.

2.2. Audit Logging & Monitoring
enSights utilizes an exception-based monitoring model. Rather than manual line-by-line log review, the organization relies on automated security tools (Arnica for AppSec and Armo for CSPM/CADR) to identify and alert on anomalies.
· All logs are configured according to manufacturer best practices.
· System administrators are prohibited from erasing or de-activating logs of their own activities.
· Real-time Alerting: Critical security events from Arnica (e.g., secret leaks, CI/CD tampering) and Armo (e.g., unauthorized container execution, drift) are routed to Slack for immediate response.
· Monitoring reports and alert history should be reviewed weekly by the CISO or the CTO to identify patterns of misuse.


2.3. What to Log and Retention Period
The following Events of Interest (EOI) must be logged:
· Identity: User Authentication (Date, Time, User ID, Source IP, Success/Failure).
· AppSec (Arnica): Secret detection in code, unauthorized pipeline changes, and developer permission anomalies.
· Cloud/K8s (Armo): Resource configuration changes, runtime security violations, and vulnerability scans.
· System Admin: Use of "Root" or "Global Admin" privileges and changes to security policies.
Retention:
· Operational Logs: Kept for at least 90 days in an accessible format for incident investigation.
· Archive/Compliance Logs: Kept for 1 year to satisfy ISO 27001 and SOC 2 historical evidence requirements, unless a specific customer agreement dictates a 5-year retention for legal purposes.


2.4. Event Logging

For each controlled system, output logs must answer:
1. Who: A unique user identifier or service account.
2. What: The type of event and its consequence (success/failure).
3. When: Precise date and time (synchronized via NTP).
4. Where: The source IP address or logical resource ID.
5. Effect: The change or impact on the system.
Log Security: Access to log data is restricted to authorized security personnel only. Logs must be protected against tampering via cloud-native write-protection or immutable storage (e.g., S3 Object Lock) where feasible.


2.5. [bookmark: _heading=h.3znysh7]Administrator and operator logs 
2.5.1. enSights will log all system administrator and system operator activities and will review these logs on a regular basis as established by the Information Security Policy.
2.5.2. A review of the events on the log files should be conducted on a regular basis, as close as possible to the date of their formation. 
2.5.3. One or more of the following control methods should be used:
· Using the system’s tools to conduct the control.
· Developing scripts that will look for relevant events. 
· Using tools and products from external companies for filtering and analysing.
· Using external/internal employees to conduct controls on LOG files.
2.5.4. CISO is responsible for conveying instructions regarding the control of LOG files according to the following parameters:
· Who will be conducting the control.
· What method will be used for the control.
· The frequency of the control.
2.5.5. The log settings will be updated from time to time according to the log’s quality, the log’s controls, and/or information security controls, which will be conducted from time to time according to company demands.
2.5.6. Separation of duties should be performed such that the person responsible for executing the file’s control is not the one whose actions they are reviewing.

2.6. [bookmark: _heading=h.tyjcwt]Protection of log information 
2.6.1. enSights will protect logging resources, systems, and log information against tampering and unauthorized access. Some audit logs may be required to be archived as part of the record retention policy or because of the requirements to collect and retain evidence. System logs need to be protected, because if the data can be modified or data in them deleted, their existence may create a false sense of security

2.7. [bookmark: _heading=h.3dy6vkm]Clock synchronization 
2.7.1. enSights will ensure that the clocks of all relevant information processing systems within the company or security domains are synchronized with an agreed accurate time source.
2.7.2. The correct setting of computer clocks is important to ensure the accuracy of audit logs, which may be required for investigations or as evidence in legal or disciplinary cases. Inaccurate audit logs may hinder such investigations and damage the credibility of such evidence.
2.7.3. Throughout its information systems, the date stamp format used by enSights is: mm/dd/yyyy. The timestamp format used by enSights is hh:mm, applying the 24-hour clock.

 Responsibility2.7.3.1. CISO	
2.7.3.2. CTO
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