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1. [bookmark: _heading=h.gjdgxs]General
1.1. Policy Purpose
Purpose: To define the security requirements and review cycles for third-party relationships to mitigate risks to EnSights' data and infrastructure.
Scope: All third-party vendors, SaaS providers, and contractors.
1.2. Definitions
1.2.1. Suppliers: any organization, or individual who provides service to the company. For example, suppliers of: equipment, software, communications, hardware, technicians, human resources - outsourced, etc.
1.2.2. Database: Database which is registered with the Information and Technology Authority in Israel based upon the law requiring registration of Databases. 

2. Supplier Classification and Risk Tiers
Suppliers are categorized into four tiers based on their potential impact on EnSights’ security and data:
	Tier
	Definition
	Examples
	Review Frequency

	Critical
	Core infrastructure providers or services that store/process core customer data.
	Cloud Providers (AWS), Primary Database, GitHub.
	Every 6 Months

	High
	Vendors with access to PII, internal sensitive code, or production tools.
	Identity Providers (Microsoft Entra ID), CI/CD tools, Customer Support Platforms.
	Annually

	Medium
	Operational vendors with no access to production data or systems.
	CRM (Sales only), HR tools, Marketing tools.
	Upon contract renewal

	Low
	No access to information systems or sensitive data.
	Office supplies, Cleaning services.
	None





3. Method
3.1. Supplier Assessment and Due Diligence
Prior to onboarding and during the periodic review:
1. Certified Vendors: Suppliers that provide a valid SOC 2 Type II or ISO 27001 certification shall undergo a "Fast-Track Review" by the CISO. The CISO will verify that the certification scope aligns with the services provided and review the "Complementary User Entity Controls" (CUECs).
2. Non-Certified Vendors (Medium and Above): If a Medium, High, or Critical vendor cannot provide the above certifications, they must complete EnSights' Security Questionnaire. The CISO will evaluate the responses to determine if the vendor meets EnSights' minimum security requirements.
3. Risk Assessment: The CISO must approve all Critical and High-risk vendors before contract signature.
4. All Vendors h
3.2. Suppliers Security Principals
· NDA: All suppliers must sign a Non-Disclosure Agreement (NDA) or have equivalent confidentiality clauses in their Master Service Agreement (MSA).
· Right to Audit: Contracts with High and Critical vendors must include a "Right to Audit" or "Right to Review" clause, allowing EnSights to request security documentation or evidence of controls.
· Data Ownership: EnSights remains the sole owner of all data processed or stored by the supplier.
· Termination: Upon termination, the supplier must certify the return or secure deletion of all EnSights data within 30 days.
3.3. Sub-processor (Fourth-Party) Management
 Critical and High-risk suppliers are required to provide a list of their sub-processors that handle EnSights’ data.
 Suppliers must notify EnSights of any intended changes concerning the addition or replacement of sub-processors.
 EnSights reserves the right to object to such changes if the sub-processor does not meet EnSights’ security standards.


3.4. Technical Controls for Supplier Access
· Least Privilege: Access to EnSights systems shall be granted based on the "Need-to-Know" principle and must be revoked immediately upon service completion.
· MFA: Any remote access by a supplier to EnSights' environment must be secured via Multi-Factor Authentication (MFA).
· Incident Reporting: Suppliers are contractually obligated to report any suspected security breach to EnSights' CISO within 24 hours of discovery.
· Termination: Upon termination, the supplier must certify the return or secure deletion of all EnSights data within 30 days.
The termination process must include the revocation of all logical access (User accounts, API keys, VPNs) and the return of any physical assets (laptops, tokens) provided to the supplier or their staff."
3.5. Monitoring and Review of Supplier Services
EnSights does not "set and forget" supplier relationships. Monitoring shall include:
· Performance Reviews: Periodic review of Service Level Agreements (SLAs) to ensure the supplier is meeting their availability and performance commitments.
· Security Audit Review: For Critical suppliers, the CISO will review their latest SOC 2 Type II or ISO 27001 audit reports annually to identify any gaps (Exceptions) and verify that the supplier has remediated them.
· Incident Tracking: A log of security incidents involving suppliers will be maintained and reviewed during the periodic risk assessment.
4. Information Security in the ICT Supply Chain
EnSights recognizes that risks can be introduced through the technology products (Software, hardware, and cloud services) themselves. To mitigate these risks:
· Product Integrity: For Critical and High-risk ICT suppliers, EnSights shall require assurance that products are developed using secure coding practices (e.g., OWASP) and are free from known vulnerabilities or backdoors.
· Provenance and Traceability: EnSights will prioritize ICT suppliers who can demonstrate the origin of their components and provide a Software Bill of Materials (SBOM) upon request.
· Malware Protection: All ICT deliverables (e.g., software updates, libraries) must be verified and scanned for malicious code prior to integration into EnSights’ production environment.
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