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1 Purpose
1.1 To establish a formal process to be followed when a disaster occurs.
1.2 To develop effective recovery strategies to mitigate the impact of disruptive events.
1.3 To lower costs or losses arising from serious incidents.


2 Definitions
2.1 [bookmark: bookmark=id.1fob9te][bookmark: bookmark=id.3znysh7][bookmark: _heading=h.30j0zll]Authorizing Function - An appropriate employee responsible for approving or rejecting user requests to information. Authorizing function is the asset/system owner.
2.2 User -  An employee or an external employee whose job requirements authorize him/her to utilize the information systems of EnSights.
2.3 Business Continuity Plan (BCP) -  A plan to prevent or minimize disruptions to normal operation of business processes due to unwanted incidents, and to enable the quick recovery of business operations. A BCP should be established based on the principals defined in this policy.
2.4 Disaster -  An incident or event that prevents, or causes significant disturbance to the normal operation of business processes. 
2.5 Disaster Recovery Plan (DRP) -  A plan specifying the activities that should be taken once a disaster occurs, from the immediate response and maintenance of critical business operations, to the return to normal and full operations (the DRP is a part of the BCP). 
2.6 Impact -  The result of an unwanted incident.
2.7 Risk Assessment -  Assessment of threats to, impacts on, and vulnerabilities of information and information processing facilities, and the likelihood of their occurrence.

3 BCP Policy
3.1 Overview
A business continuity management process will be designed and implemented in EnSights to reduce the disruption caused by disasters and security failures to an acceptable level. 
The Business Continuity process includes the following building blocks:
Incident assessment
BIA - Business impact analysis
Preparation for an emergency.
Disaster recovery plan 
Review and update of business continuity plans
Testing business continuity plans
Review and update of business continuity plans
[bookmark: _heading=h.2et92p0]Information security in the business continuity process 

3.2 Emergency Incidents Assessment 
A key part of the business continuity process is to identify the types of disruptive events that can affect EnSights's cloud-native operations. Since the organization SaaS-based, the focus is on digital and cloud infrastructure resilience:
· Cloud Infrastructure Failure: Total outage of a Cloud Provider Region (e.g., AWS us-east-1 failure).
· Critical SaaS Provider Failure: Outage of essential 3rd party services (e.g., GitHub, Microsoft Entra ID, Slack) that halt development or authentication.
· Cyber Security Incidents: Ransomware, large-scale data corruption, or total compromise of the Cloud Management Console (Root Account).
· CI/CD Pipeline Corruption: Inability to deploy or manage infrastructure due to corruption of Infrastructure-as-Code (IaC) state files or repositories.
· Key Personnel Unavailability: Loss of access to critical administrative credentials or multi-factor authentication (MFA) devices held by key DevOps/Security personnel.

3.3 [bookmark: _heading=h.tyjcwt]Business Impact Analysis (BIA)
It is necessary to identify EnSights's business processes, assessing their criticality and determine the impact and consequences of loss of service or a reduction in normal service levels. 
For each critical process, two values will be assigned:
Recovery Time Objective (RTO) - the time bands in which unavailability of the business service will create a significant impact (maximum allowable downtime).
Recovery Point Objective (RPO) - the amount of information loss, in terms of days’ work, that will create a significant impact on the business (maximum allowable information loss).
A detailed specification of information assets which support each of EnSights's critical process/services shall be formed.  This list should include EnSights's critical business processes and the system components in EnSights that they are dependent upon. 
It is important to constantly update the asset specification, especially after major changes to the IT environment. This will enable to recognize the business processes that will be affected in case of an interruption to availability in a specific information asset.
  
3.4 [bookmark: _heading=h.3dy6vkm]Preparing for a Possible Emergency

EnSights utilizes a "Cloud-First" resilience strategy. The following preventive strategies are implemented to ensure rapid recovery:
· Infrastructure as Code (IaC): All production environments are defined via IaC (e.g., Terraform/CloudFormation). Templates are stored in version-controlled repositories and mirrored to a secondary region/account.
· Data Redundancy: Critical databases and file stores utilize Cross-Region Replication (CRR) to ensure data is available in a secondary geographic location with minimal lag.
· Image/Container Registry Mirroring: Production Docker images and environment configurations are replicated to secondary registries.
· Immutable Backups: Critical data backups are stored in a "Locked" or "Object Lock" state to prevent deletion during a ransomware event.
· Secret Management Redundancy: Backup access keys and "Break-Glass" accounts are stored in a secure, offline, or geographically separated physical/digital vault.
3.5 Recovery Objectives
The EnSights recovery strategy is designed to ensure high availability and data integrity. We distinguish between Service Recovery (core system functionality) and Customer Connectivity Restoration (VPN tunnels).
	Metric
	Target
	Notes

	RTO (Service Recovery)
	12 Hours
	Validated via annual DR dry runs.

	RPO (General)
	6 Hours
	Maximum data loss window.

	MongoDB RPO
	1 Minute
	Enabled via Point-in-Time Recovery (PITR).

	ClickHouse RPO
	6 Hours
	Based on native backup frequency.

	Customer VPN Recovery
	+24-72 Hours
	Dependent on customer-side responsiveness for Gateway IP updates.



3.6 Technical Recovery Phases

All infrastructure is managed via Infrastructure as Code (IaC) using Terragrunt, and services are deployed as a single unit via ArgoCD into a secondary AWS Region (eu-west-2).
Phase 1: Infrastructure Provisioning (IaC)
· Target Region: London (eu-west-2).
· Execution: 1. Copy accounts/production/prod to dr-prod. 2. Update the target region and push changes. 3. Execute terragrunt apply to provision the VPC (3 AZs), Transit Gateway (TGW), Security Groups, and the Customer Site-to-Site VPN module.
· Output: New NAT Gateway EIPs and VPN Endpoint IPs are generated.
Phase 2: Application Cluster, Secrets, and Manual Configurations
· Cluster Deployment: Provision EKS via Karpenter, including essential add-ons (Istio Gateway API, External-Secrets, KEDA).
· Secrets & Images: AWS Secrets Manager cross-region replication is pre-configured. CI/CD pipelines push images to ECR upon the first deployment.
· ArgoCD Bootstrapping: Auto-sync all 18 microservices (api-gw, core, ev-centralsystem, solar, storage, etc.). Cert-manager will automatically reissue SSL certificates via Let's Encrypt.
· Manual Post-Deployment Tasks:
· Argo Workflows: Generate a new SA token for the new cluster and update the secret in Secrets Manager.
· IP Access Lists: Update MongoDB Atlas and ClickHouse Cloud ACLs with the new DR NAT Instance Elastic IPs (EIPs).
Phase 3: Data Restoration
· RDS (Prefect): Restore from the latest cross-region snapshot copy in eu-west-2.
· MongoDB Atlas: Utilize Multi-Region Snapshot Distribution and PITR to restore the database to the target state.
· ClickHouse: Restore from the latest native backup (6h frequency, 14-day retention).
· Redis: Deploy fresh instances; note that in-flight Redis Queue jobs are lost, but Argo Workflows is configured for automatic retries.
Phase 4: Traffic Cutover & Validation
· DNS Cutover: Reduce Route53 TTL to 60s. Update A/CNAME records to point to the new DR Load Balancer. Propagation is expected within ~5 minutes.
· Technical Validation: Verify VPN tunnels, health probes, and ArgoCD sync status. Ensure cross-network connectivity (AWS to Atlas/ClickHouse).
· Business Validation: Conduct sanity tests on critical paths and perform data integrity spot-checks before final sign-off.

3.7 Immutable Backups 

To protect against a compromised control plane or ransomware attack, EnSights maintains immutable off-site backups outside the primary production environment.
· MongoDB Atlas: Monthly snapshots are exported to an isolated S3 bucket (ensights-prod-mongo-immutable-eu-west-2).
· Protection: Object Lock is enabled in COMPLIANCE mode with a 365-day retention period.
· Access: Authorized via a cross-account IAM role with Versioning and SSE-S3 enabled.
· ClickHouse: Native backups every 6 hours with about 14 days retention. Immutable export to an S3 bucket with Object Lock is planned for Q1 2027. Previously excluded because the service was newly deployed.

3.8 Business Recovery Phase
As a 100% remote organization, recovery focuses on communication and service continuity:
· Human Resources: Execution is led by the vCISO and DevOps team. In the event of a regional disaster, staff or contractors from unaffected geographic areas will be utilized.
· Remote Access: Recovery assumes all employees maintain functioning hardware and internet connectivity. Secure access is managed via Zero-Trust/VPN protocols.
· Communication: If primary channels (Microsoft 365/Slack) are affected, the organization will shift to predefined alternative communication platforms.
· Prioritization: Based on the Business Impact Analysis (BIA), the Production E


3.9 [bookmark: _heading=h.2s8eyo1]Testing Business Continuity Plans

BCP and DR plans shall be tested annually at a minimum. Given our DevOps culture, testing focuses on "Game Days" and technical validation:
· IaC Validation: Periodic "Dry Runs" of infrastructure templates in a non-production secondary region.
· Tabletop Exercises: Simulation of a "Cloud Account Compromise" to validate communication and decision-making.
· Restoration Testing: Regular automated testing of backup integrity by restoring data to a sandbox environment.
· Reporting: Every test will result in a formal "DR Test Report" documenting the actual RTO/RPO achieved and any required remediation actions for the next cycle.


3.10 [bookmark: _heading=h.17dp8vu]Review and Update of Business Continuity Plans
Business Continuity Plans will be regularly reviewed and updated by the CISO and DevOps Lead to ensure their continuing effectiveness. Examples of situations that necessitate an update include changes in:
· Cloud Architecture: Significant shifts in infrastructure (e.g., moving from EC2 to Serverless/Lambda or shifting Cloud Providers).
· Critical Third-Party Vendors: Adding or replacing key SaaS providers (e.g., changing Identity Providers or CRM).
· RTO/RPO Requirements: Changes in Service Level Agreements (SLAs) with major enterprise customers.
· Key Personnel: Changes in the DevOps team or individuals holding "Break-Glass" credentials.
· Regulatory Environment: New compliance requirements (e.g., SOC2, GDPR, or local privacy laws in new markets like Cyprus).

3.11 Information Security in the Business Continuity Process 
The organization should determine its requirements for information security and the continuity of information security management in adverse situations, e.g. during a crisis or disaster.
The organization should establish, document, implement and maintain processes, procedures and controls to ensure the required level of continuity for information security during an adverse situation.
The organization should verify the established and implemented information security continuity controls at regular intervals in order to ensure that they are valid and effective during adverse situations.

4 Responsibility
· CEO: Responsible for the formal declaration of a "Disaster" and authorizing the activation of the BCP.
· CISO: Responsible for maintaining this policy, coordinating tabletop exercises, and ensuring information security during recovery.
· VP R&D / DevOps Lead: Responsible for the technical execution of the DRP, including IaC deployment and data restoration.
· Operations/HR: Responsible for employee communication and ensuring remote work continuity for non-technical staff.
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