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1 Objective
1.1 The purpose of this document is to define the methodology for assessment and treatment of information risks in BuildOS, and to define the acceptable level of risk according to standard.
1.2 Risk assessment and risk treatment are applied to the entire scope of the Information Security Management System (ISMS), i.e. to all assets which are used within the organization or which could have an impact on information security within the ISMS.
1.3 Users of this document are all employees of BuildOS who take part in risk assessment and risk treatment.

2 Method
2.1 Risk Factors
2.1.1 [bookmark: _heading=h.gjdgxs]A risk is defined as a possibility that a threat will take advantage of an asset's vulnerability (information, hardware, software etc.) in order to damage the organization. The risk must be identified, assessed, handled according to assessment, reported and monitored.
2.1.2 There are several threat factors, which might impair the organization's information systems:
· Errors - human errors, incorrect definitions, erasing files by mistake etc.
· Causing damage intentionally - an attempt of a hostile party to impair the organization by destroying a certain information asset.
· Fraud - an attempt of a hostile party to harm the organization by theft, phishing, and so forth.
· Technological failure - hardware or software failure, which causes problems in the function of an organization.
2.2 Identify Risks
The risk identification process is multi-faceted and ensures that threats and vulnerabilities are captured from all organizational activities. Risks and gaps are identified through the following sources:
· Automated Scans: Real-time findings from Application Security (AppSec) tools, vulnerability scanners, and cloud configuration monitoring.
· Audits and Assessments: Gaps identified during internal audits, external certification audits, and periodic technical assessments (e.g., Penetration Testing).
· Surveys and Reviews: Feedback from management reviews, employee surveys, and stakeholder consultations regarding business processes and security culture.
· Compliance and Legal: Identification of gaps resulting from new regulatory requirements, privacy laws, or contractual obligations toward customers.
· Incident Analysis: Lessons learned from security incidents, business disruptions, or near-miss events.
All identified gaps, regardless of their source, are documented in the Risk Assessment & Treatment file for triage, scoring, and further evaluation.




2.3 Assess Business Risk
The risk assessment process at EnSights follows a structured methodology to ensure that all identified risks (from AppSec scans, internal audits, surveys, and third-party reviews) are evaluated consistently. The results are documented and managed within the Risk Assessment & Treatment file.
1. Risk Scoring (Inherent Risk)
Each identified risk is assigned a score based on two factors: Likelihood (L) and Impact (I). The Inherent Risk score is calculated as follows:
InherentRiskScore=Likelihood(L)×Impact(I)
Likelihood (L) Scale:
· 5 (Expected): High probability, expected to occur almost annually.
· 4 (Likely): Probable to occur every 2-3 years.
· 3 (Possible): Might occur in some conditions (every 4-6 years).
· 2 (Unlikely): Could occur in exceptional conditions (every 7-9 years).
· 1 (Remote): Extremely unlikely, only in exceptional circumstances.
Impact (I) Scale:
· 5 (Very High): Critical breach of production data; total loss of business or legal/regulatory collapse.
· 4 (High): Long-term service outage; breach of sensitive internal data; significant financial impact.
· 3 (Moderate): Short-term service disruption; moderate internal data exposure.
· 2 (Low): Minor operational disruption; limited access to non-sensitive systems.
· 1 (Very Low): Negligible impact on business objectives or system uptime.
2. Risk Matrix and Prioritization
The combination of Likelihood and Impact results in a score ranging from 1 to 25:
· 15 - 25 (Critical/Very High): Immediate action and management oversight required.
· 9 - 14 (Significant/High): Proactive mitigation and regular monitoring required.
· 5 - 8 (Moderate): Remediation planned according to resources.
· 1 - 4 (Low): Risk may be accepted with periodic monitoring.
3. Control Effectiveness and Residual Risk
After identifying the Inherent Risk, the effectiveness of current controls is evaluated using the Control Rating (CR) scale (1-5):
· 1 (Effective): Controls are properly designed and operating as intended.
· 5 (Ineffective): Controls are missing or have major deficiencies.
The Residual Risk (the risk remaining after controls are applied) is calculated using the formula:
ResidualRisk=5InherentRiskScore×ControlRating 
4. Risk Ownership and Treatment
Every risk documented in the Risk Assessment & Treatment file must be assigned a Risk Owner.
· Risk Owner Responsibilities: The Owner (e.g., VP R&D, COO, CFO) is responsible for the risk's context, approving the treatment plan, and ensuring that remediation tasks are executed within the agreed timeframe.
· Risk Treatment Plan: Based on the Residual Risk score, the Owner and CISO will decide to Treat (mitigate), Transfer (insurance/vendor), Avoid (stop the process), or Accept (formal management sign-off).
· Execution: All treatment actions related to R&D are tracked as tickets in ClickUp, linked to the specific risk ID from the assessment file.


2.4 Develop Risk Assessment Results 
2.4.1 Identify Action Plans
2.4.1.1 After completing the prioritization process and identifying risk owners, the IT team and risk assessment participants provide input on action plans that include ideas for improvements and monitoring, based on knowledge gathered up to this point (Risk Treatment Plan).  Deadlines for completion are a key component of the Risk Treatment Plan.
2.4.1.2 After the risk level has been assigned, the team will identify controls or safeguards in place that could possibly eliminate the risk or reduce the risk to an acceptable level.  It will be important to identify as many controls and safeguards as possible and determine the operational impact to BuildOS.
2.4.1.3 The expenditure on controls must be balanced against the actual business harm.  This process will provide the team with an initial idea of which control is most cost effective.
2.4.1.4 The action plan should be approved by the management and follow the business needs.
2.4.2 Report Final Risk Assessment 
2.4.2.1 Once the risk assessment is complete, the results are documented, and a report is issued to the risk assessment participants and stakeholders. The report is designed to assist management with making decisions on policy, procedures, budget, and systems/change management.
2.4.2.2 The risk assessment report is presented in a systematic and analytical manner that assesses risk so that management will understand the risks and allocate resources to reduce the risk to an acceptable level or help management to make a well-informed decision.
2.4.2.3 CISO is responsible for approving the quality and risk assessment report and the associated Risk Treatment Plan(s).
2.4.2.4 The risk assessment report is presented as part of the Quality and IS management review meetings.

2.5 Effectiveness
2.5.1 Security Risk Management and Assessment Process will be annually reviewed by the company's management, in order to ensure that it is up to date and effective.
2.5.2 The annual reviews will also ensure that relevant employees are aware of the procedures and their roles.
2.5.3 As part of the annual review, the company's management will review the risk assessment report and the associated risk treatment plan to ensure there are on track. In addition, in order to ensure the effectiveness of the plan, company's management will verify that less or none major issues will be identified for already treated risks. 
2.5.4 In case the reviewing results will demand any change in the procedure’s elements, the procedure will be updated accordingly.

2.6 Response to documented information security breaches
2.6.1 Pre-defined information security breaches are detailed in IS incident response and data breach policy. The appendix shall be annually updated by the CISO.
2.6.2 An event log shall be defined in the servers and network systems in order to detect the pre-defined information security breaches.
2.6.3 The event log shall be quarterly reviewed by the CISO.
a) .
2.7 Recurring information security breach events
2.7.1 In case an employee is repeatedly involved in information security breach events, the IT Manager who identifies the event shall report the incident to the CISO and direct manager.  
2.7.2 The CISO shall confer with the direct manager about the appropriate action to be taken.
2.7.3 The CISO shall report quarterly to the CTO about recurring events and breaches.
2.8 Classifications and restrictions
2.8.1 In the event of an employee trying to access restricted files, the IT Manager shall report to the CISO regarding the event, detailing the type of data the employee was trying to access.
2.9 Documentation of information security breaches
2.9.1 The CISO shall document all information breaches in a report containing the following details:
· Nature of the event.
· Relevant employees’ details.
· Date, time, and if possible, the workstation in which the event has occurred.
· Department\team.
· Event details.
· Event response.
2.9.2 A copy of the report shall be presented to the CEO and the Steering Committee members.
2.10 Upcoming alerts on risks and attacks
2.10.1 Alerts regarding upcoming risks and attacks usually come from three main sources:
· Internet forums on information security.
· Information security vendors.
· The company's external information security and IT consultants.
2.10.2 Upon receiving notification about an upcoming attack, the CISO shall perform the following actions:
· Examine the relevance to the company’s infrastructure.
· The CISO and IT team shall implement preventive actions, such as sending an alert e-mail warning against the risk, disconnecting the network from the internet, updating antivirus software, running IPS blocking policy, and so on.
2.10.3 The CISO shall document all alerts and responses. The report shall include the following items:
· Date and time of alert.
· Alert source.
· Users involved.
· Activity performed due to the alert.
· Follow-up.
2.11 Data Loss
2.11.1 In the event of an employee losing data (usually due to loss of a portable media), the employee must immediately report the loss to the employee’s direct manager and the CISO.
2.11.2 The CISO shall devise methods to reduce the damage caused.
2.12 Steering Committee update
2.12.1 The CISO shall update the Steering Committee at every meeting regarding all security breaches detected in the time elapsed from the last update.
2.12.2 In the case of a significant breach that requires action taken by the company, the CISO shall convene the Steering Committee and accordingly update the members. 
3 Responsibility
1.1 The CISO is responsible for implementing and maintaining this policy and auditing its implementation at least once a year, before the regular review of existing risk assessment
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