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1. DOCUMENT INFORMATION

1.1 Purpose To regulate and standardize the process of authorizing, provisioning, and revoking access to EnSights's information assets and systems. To minimize the risk of unauthorized access or data exposure to unauthorized internal or external entities. To define user responsibilities regarding identity verification and authentication mechanisms.

1.2 Scope and Audience This policy applies to EnSights as a whole, encompassing all cloud infrastructure environments, corporate networks, and all in - scope systems under the SOC 2 framework. It applies to all personnel, including full - time and part - time employees, contractors, third - party vendors, and external partners.

1.3 Control of this Document This document is created, maintained, and updated on at least an annual basis by the CISO. This Access Control Policy and its associated operational procedures are reviewed and formally approved by management at least annually to ensure continued alignment with business and security objectives.

2. DEFINITIONS
· Password: A secret string of characters used by a user to authenticate their identity against an assigned User ID.
· Multi - Factor Authentication (MFA): An authentication method that requires a user to supply at least two independent verification factors before gaining access (Something you know, something you have, or something you are).
· Privilege / Privileged Access: An administrative authorization enabling a user to override system controls, modify system parameters, or execute administrative tasks (e.g., user provisioning, security configuration, database modifications).
· Temporary Password: A transient password assigned to a new user or reset for an existing user. It must be forcibly changed upon the first login.
· User: Any EnSights employee, contractor, or authorized external individual who requires access to EnSights information systems to perform daily operational tasks.
· In - Scope Systems: All infrastructure, platforms, applications, and tools involved in storing, processing, or transmitting customer data or supporting the EnSights production environment.





3. USER ACCESS MANAGEMENT

3.1 General
· Access Rights Review: User access rights and role - based permissions for all sensitive and production in - scope systems shall be formally reviewed at quarterly intervals by designated system asset owners to verify that rights remain appropriate and commensurate with business needs.
· Administrative Separation: System administration accounts shall only be provisioned to authorized personnel whose core job responsibilities strictly require privileged access.
· Identity Lifecycle Management: Digital identities shall be uniquely assigned, managed, and monitored throughout their complete lifecycle (creation, activation, modification, suspension, and deletion). Identity management tools and procedures are reviewed annually.

3.2 Logging and Record Keeping 

All user access activities including provisioning, modification, suspension, and removal - must be formally documented, approved, and logged. Audit trails must retain the request, administrative approval, date of modification, and the identity of the administrator performing the action. Access management logs shall be securely retained in accordance with EnSights's data retention requirements for audit and compliance purposes.

3.3 Non-Human Identities and Machine Access
 • Service Accounts and API Keys: Access credentials used by non-human identities, including service accounts, system-to-system integrations, API keys, and automated scripts, must be uniquely 
provisioned and restricted to the specific programmatic function required (Least Privilege). 

• Secrets Management: All production secrets, tokens, and private cryptographic keys must be securely stored in an approved centralized Secrets Management platform. Hardcoding credentials in source code or configuration files is strictly prohibited.

 • Lifecycle and Rotation: API keys and automated service account credentials accessing production environments must be reviewed quarterly and rotated at least annually, or immediately upon suspicion of compromise.



4. USER REGISTRATION AND DEREGISTRATION

· Access Requests: All requests for provisioning or modifying access to EnSights networks and production computer systems must be submitted through formal ticketing channels and approved by the CTO or designated authority.
· Segregation of Duties (SoD): EnSights enforces segregation of duties such that the individual who approves or creates a user account cannot uniquely assign administrative permissions without an independent secondary validation or pre - authorized role profile.
· Unique Identity Assignment: Shared, generic, or role - based user accounts are strictly prohibited. Each user account must map uniquely to a single identifiable individual.
· Onboarding Authentication: An initial strong temporary password must be generated upon account setup and communicated securely to the user. System configurations must force the user to set a new, compliant password upon first use.
· Offboarding (Termination): When an employee or contractor leaves the organization under normal or scheduled circumstances, their access to all computer systems, networks, and production data must be suspended or revoked at the close of business on their final working day. HR is responsible for initiating the offboarding request to the IT/Security team via the CTO.
· Immediate De - provisioning: In exceptional or involuntary termination circumstances where an insider threat risk is identified, a request to terminate access must be executed immediately or in advance of notification, as authorized by management.
· Third-Party Vendor Access De-provisioning: 
• Access rights granted to third-party vendors, external partners, or software supply chain integrations must be bound by contractual agreements. 
• Upon the expiration, termination, or modification of the underlying vendor contract, all associated logical access profiles, federation links, and service accounts must be disabled or deleted within 24 hours of contract cessation.


5. USER ACCESS PROVISIONING
· Principle of Least Privilege: Users shall only be allocated the minimum level of access rights and permissions required to perform their explicit job functions.
· Role - Based Access Control (RBAC): Wherever technically supported, access provisioning must utilize corporate group roles. Group role definitions must align with business requirements, and any structural modifications to roles must be managed via the formal Change Management process.
· Ad - Hoc Access Prohibitions: Granular, ad - hoc permissions should not be applied directly to individual user accounts outside established RBAC groups. If unique access is required, it must be requested with a documented business justification, bound by a strict time limit, and automatically revoked when no longer required.
· Administrative Self - Modifications: Under no circumstances are system administrators permitted to modify their own user privileges, account settings, or permission groups.


6. MANAGEMENT OF PRIVILEGED ACCESS RIGHTS

· Administrative Account Isolation: Highly privileged or administrative tasks must not be conducted using standard user profiles. Personnel requiring administrative privileges must be provisioned a separate, isolated corporate "admin" account to be used exclusively for administrative sessions.
· Authorization and Training: Privileged access is strictly restricted to designated personnel who have undergone appropriate technical and security training regarding the responsibilities and operational risks of administrative tools.

6.1 Emergency Privileged Access ("Break-Glass") 

• In exceptional circumstances where primary authentication mechanisms (e.g., Single Sign-On or Identity Providers) are unavailable during a critical system outage or security incident, designated personnel may utilize pre-configured emergency administrative accounts ("Break-Glass" accounts). 
• Use of emergency accounts requires verbal or written authorization from the CTO or CISO prior to activation, where technically feasible. 
• Every instance of emergency account activation must trigger immediate real-time alerts to the Security Team, be documented in an incident log, and undergo a formal post-incident review. Emergency credentials must be rotated immediately following the resolution of the event.





7. USER AUTHENTICATION FOR EXTERNAL AND REMOTE CONNECTIONS
· Connection Control: Connecting unauthorized personal or non - corporate devices directly to EnSights's production network is prohibited without formal security inspection and approval from the CTO.
· Mandatory Secure Remote Access: All remote administrative or corporate access to EnSights sensitive systems, internal networks, or production environments must utilize secure Virtual Private Networks (VPN) or approved zero - trust proxy architectures authorized by the CTO.
· Mandatory Multi - Factor Authentication: Multi - Factor Authentication (MFA) is strictly mandatory for all remote connections, single sign - on (SSO) portals, cloud infrastructure management consoles, and production applications accessing EnSights internal or customer data from the internet.


8. USER AUTHENTICATION AND PASSWORD POLICY
· Mandatory Single Sign - On (SSO): Single Sign - On architectures must be enforced across all corporate and production tools where technically supported to centralize access control and logging.
· Password Complexity Standards: All user accounts, local credentials, and system authenticators must adhere to the following enforcement metrics:
· Minimum Length: 14 characters
· Maximum Length: 64 characters
· Re - use History Cycle: Cannot match any of the previous 24 passwords
· Character Set Requirements: Must contain at least one uppercase letter, one lowercase letter, one numeric character, and one special symbol
· Password Similarity Restrictions: New password cannot share more than 3 consecutive characters in the same position as the previous password
· Change Frequency: No forced expiry (Enforced alongside mandatory MFA and continuous adaptive risk monitoring)
· Account Lockout Threshold: Account automatically locks after 5 consecutive failed login attempts
· Account Lockout Action: Account must be formally unlocked by IT/Security via the CTO
· Contextual Exclusions: Passwords cannot contain the username, email prefix, or match known dictionary compromise lists
9. CREDENTIAL RECOVERY PROCEDURES
· If a user forgets their password or suspects their credentials have been compromised, they must immediately report it to the Security Team.
· Upon positive identification of the user through secondary out - of - band verification channels, the IT team will initiate an automated secure password reset.
· Password recovery utilizes a secure Identity Provider (IdP) system that generates a time - bound, single - use token or temporary credential sent to a verified device. The user must successfully complete secondary MFA validation before establishing a new compliant password.


10. USER RESPONSIBILITIES 

Every authorized user is personally responsible for safeguarding the credentials and access rights granted to them. To maintain organizational security, users must:
· Formulate passwords or passphrases that fully comply with the criteria in this policy.
· Never share passwords, MFA tokens, or account access with any internal or external individual.
· Never record passwords in plaintext, whether in physical writing or unencrypted digital files.
· Ensure corporate devices are manually locked or configured to automatically lock after 5 minutes of inactivity before leaving them unattended.
· Promptly inform the CISO and CTO of any changes in their organizational role that may modify or reduce their required access privileges.
Failure to comply with these requirements may result in immediate revocation of system access and formal disciplinary action, up to and including termination of employment.
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