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1. Purpose, Scope, and Users
The purpose of this document is to establish rigid operational rules to ensure that Personally Identifiable Information (PII) and user data privacy are protected at an appropriate level within cloud environments.
This policy applies universally to all public cloud infrastructure services utilized by enSights.ai (including our primary AWS infrastructure), as well as to any third-party SaaS providers or sub-processors that handle data under the operational responsibility of enSights.ai. The intended users of this document are the executive management team, DevOps engineers, system administrators, and any internal personnel managing cloud infrastructure vendor relationships.
2. Reference Documents
· ISO/IEC 27001 Standard: Clauses regarding information security risk management and access control frameworks.
· ISO/IEC 27017 Standard: Information security controls applicable to the provision and use of cloud services.
· ISO/IEC 27018 Standard: Code of practice for protection of PII in public clouds acting as PII processors.
· enSights Information Security Policy
· enSights Incident Management Procedure
· enSights Data Retention & Disposal Policy
3. Basic PII Terminology
· Personally Identifiable Information (PII): Any information that, by means of direct use or correlation with secondary datasets, can be utilized to uniquely identify a natural person.
· PII Principal: The individual natural person to whom the PII refers (e.g., an individual user or platform administrator).
· PII Controller: The entity that determines the purposes and means of processing personal data (enSights' B2B customers managing solar energy assets).
· PII Processor: The entity processing personal data on behalf of and under the explicit instructions of the PII Controller (enSights.ai platform).
· Public Cloud Service Provider: The third-party entity making cloud infrastructure resources available to the market (AWS).
4. Protection of Personally Identifiable Information in Cloud Environments
The Chief Information Security Officer (CISO) is directly responsible for coordinating, auditing, and reviewing all corporate activities to guarantee the consistent application of this policy.
4.1 Information Collection, Use, Sharing, and Disclosure
4.1.1 Information Collection
To execute core business operations, deliver solar analytics, and fulfill contractual commitments, enSights.ai strictly enforces a data minimization framework. The cloud platform is authorized to collect only the following baseline business PII elements necessary for account authentication and service delivery:
· First name and last name of enterprise platform users.
· Corporate business email addresses.
· Business telephone numbers (utilized strictly for system alerts or multi-factor authentication setup).
· Internet Protocol (IP) addresses and transactional system logs captured for security monitoring and audit trail maintenance.
· Explicit Exclusion: enSights.ai does not collect, process, or store sensitive personal data, including consumer financial details, credit card numbers, national identification numbers, or medical records.
4.1.2 Information Use and Sharing
The CISO ensures that PII ingested by our cloud infrastructure is utilized exclusively for the following operational vectors:
· Providing real-time solar energy production monitoring, device telemetry tracking, and performance analytics.
· Executing automated system notifications or technical support workflows explicitly requested by the customer.
· Training internal AI and optimization models using aggregated, entirely anonymized technical parameters from which all personal identifiers have been systematically stripped.
· Direct Marketing Constraint: enSights.ai will never supply, lease, or sell platform PII to third-party entities for marketing, profiling, or advertising campaigns. PII sharing is restricted solely to our core infrastructure provider (AWS) to facilitate secure hosting.
4.1.3 Information Disclosure
Disclosure of platform PII outside standard runtime bounds is restricted to the following distinct entities:
· Fully vetted enSights.ai employees and authorized contractors who require system access under explicit non-disclosure agreements (NDAs) to perform engineering or maintenance duties.
· Law enforcement or statutory regulatory authorities, strictly upon receipt of a legally binding, authenticated judicial warrant, and provided that notification to the customer is not legally barred by the issuing court.
· In the event that an unauthorized disclosure occurs via a security incident, notification workflows targeting affected PII Controllers will be initiated immediately in alignment with the corporate Incident Management Procedure.
· All out-of-band data disclosures must be formally documented by the CISO in the Registry of PII Disclosure, detailing the precise scope of data transmitted, the receiving party, the authorizing official, and the underlying statutory obligation.
4.2 PII Principal Access and Control Over Information
The enSights.ai architecture enforces localized mechanics enabling customers and PII principals to audit and control their profile parameters:
· Provisioning of distinct user authentication tokens ensuring data viewing rights are restricted to authorized organizational boundaries.
· Direct configuration parameters allowing corporate administrators to update, correct, or expunge user accounts and related metadata through the administrative portal interface.
4.3 Information Location, Storage, Transfer, and Access
4.3.1 Information Location
All customer production datasets and baseline PII are deployed, hosted, and backed up exclusively within secured AWS availability zones, bounded by the geographic location parameters specified in active customer Master Service Agreements (MSAs).
4.3.2 Information Storage
To maintain logical segregation and cryptographic integrity, all data storage volumes, cloud object storage buckets, and relational databases hosting active PII within the AWS perimeter must utilize automated encryption-at-rest leveraging the AES-256 standard. The use of unencrypted volumes for production data hosting is strictly prohibited. The storage or manual distribution of PII via physical paper printouts or local unencrypted media drives is banned across all corporate offices.
4.3.3 Information Transfer Over Public Networks
Any transit of PII across public networks or external corporate perimeters must be dynamically encrypted prior to transmission using strict Transport Layer Security protocols (minimum TLS 1.2, defaulting to TLS 1.3) via HTTPS configurations.
4.3.4 Information Access
Internal personnel access to infrastructure databases containing telemetry or user accounts is restricted using the Principle of Least Privilege. Administrative access to the production management console requires mandatory Multi-Factor Authentication (MFA), source IP locking, and role-based access tokens. No employee or contractor will be granted infrastructure exposure without a countersigned corporate NDA.
4.4 Information Retention and Disposal
enSights.ai retains customer metadata only for the duration required to achieve its defined operational purposes or as mandated by contract:
· Upon the termination or formal expiration of a customer agreement, all corresponding profile PII and administrative user configurations will be permanently purged from active cloud databases within 90 days.
· Cloud-native lifecycle rules are configured on object storage repositories to guarantee that ephemeral process files, data caching layers, and temporary debugging files are systematically wiped upon completion of their immediate runtime tasks.
· All digital asset sanitization and database clearing procedures adhere to certified cryptographic erasure formats to guarantee data cannot be recovered.
4.5 Logging, Monitoring, and Compliance Verification
The CISO oversees the permanent activation of cloud-native auditing utilities (e.g., AWS CloudTrail and VPC Flow Logs). Audit paths are reviewed continuously via centralized threat detection systems to flag anomalous API calls, unapproved privilege escalation attempts, or suspicious data extraction events. enSights.ai provides its corporate customers with valid architectural summaries and independent audit verifications (such as our formal SOC 2 reports) to validate consistent alignment with this privacy framework.
5. Managing Records Kept on the Basis of This Document
· Record Name: Registry of PII Disclosure
· Storage Location: Secure, encrypted compliance folder within the CISO corporate repository.
· Person Responsible: Chief Information Security Officer (CISO).
· Protection Controls: Access restricted via role-based identity management to the CISO exclusively; read/write logging enabled.
· Retention Period: 3 years following the formal termination of the customer contract associated with the specific disclosure log.
6. Validity and Document Management
This document becomes fully operational immediately upon endorsement by the executive board. The document owner (CISO) is required to evaluate, review, and formally re-certify the operational accuracy of this policy at least once per calendar year, or dynamically in response to systemic structural adjustments to the enSights.ai cloud hosting topology. Legacy versions of this policy must be retained in a read-only compliance archive for a minimum duration of 5 years.

	Privacy Policy
	ver 1.0
	Page 3 of 7



image2.png
o




image1.png
<0 enSights-




